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Editor’s Note

As we were developing the College Research Agenda for 2020-2022, we particularly 
noted the need for a collaborative research project with the Armed Forces of the 
Philippines (AFP) about the conceptualization of Philippine warfare. There have been 
studies published about the dynamics of the security environment and the Philippine 
defense establishment; however, there is a considerable gap in the literature as to how 
the AFP views the impact of internal and external factors on the conduct of warfare in 
the future. Hence, this project was born.

In June 2020, the NDCP invited the various Strategic Studies offices of the AFP and 
its major services to collaborate on conceptualizing the Future of Philippine Warfare 
Project. This was envisioned to be a three-year project that aims to contribute to the 
body of literature on Philippine warfare, capability development, and the advancement 
of military thought. This volume is the first in this series of publications; it seeks to 
spark initial discussions on the future of warfare based on the perspectives of the AFP 
and its major services. 

The Philippine Army’s Office of the Assistant Chief of Staff for Plans, G5, in its 
contribution entitled “The Future of Philippine Land Warfare: The Philippine Army’s 
Perspective”, posits that the future of Philippine ground warfare is Hybrid Warfare, 
which is a combination of state and non-state capabilities utilized by fluid and flexible 
combatants.

“The Future of Philippine Air Warfare”, the paper by the Office of Special Studies of 
the Philippine Air Force, provides a discussion on how trends in warfare for the next 
10 years and the current constraints in capability development would affect the future 
operations of our Air Force.

The “Future of Philippine Naval Warfare”, a collaborative effort between the Office 
of Naval Strategic Studies, the Office of the Assistant Chief of Naval Staff for Plans, and 
the Fleet-Marine Warfare Center, explores the capabilities of our Navy as it evolved 
through time, and how we might fare in the face of a direct military attack by another 
country in the region.

Finally, young officers and defense analysts in the NDCP and the Office for Strategic 
Studies and Strategy Management, AFP, in their paper entitled “Short, Sharp, and 
Multidimensional: Future Wars and Considerations for Philippine Defense and 
Deterrence”, discusses the Philippines’ need to rethink and reevaluate our assumptions 
about defense and security in the face of evolving complex security threats.

It is my fervent hope that this publication may help the planners, educators, 
operators, and thinkers of our Armed Forces in further theorizing warfare in the 
Philippine context. 

Finally, I would also wish to extend our gratitude to Dr Francis C Domingo of De 
La Salle University-Manila for lending us a hand in the further refinement of the 
papers in this publication. 
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The Future of Philippine Land Warfare: 
The Philippine Army’s Perspective 

COL ROMMEL R CORDOVA MNSA (INF) PA
MAJ WELLARD S MAQUIDA (INF) PA

Pvt John Jethro L Manangan (RES) PA
Office of the Assistant Chief of Staff for Plans, 

Philippine Army

ABSTRACT
In Philippine military history, wars were fought conventionally, as in the 1896 
Philippine Revolution and the Second World War, before its gradual shift to 
irregular warfare during the Postwar period with the rise of Communist and 
Islamic terrorist groups. With the advent of the 2014 Russo-Ukrainian War 
and Chinese aggression in the West Philippine Sea (WPS), however, a new 
kind of warfare emerged, one that may occur in the Philippines as early as 
in a decade. Thus, the need to define land warfare in the Philippine context 
and its future conduct has become more vital than ever as the nature of war 
evolves and current security threats increase in intensity and number. After 
closely examining the country’s past and the developments in the strategic 
environment, the Philippine Army (PA), the branch of the Armed Forces of 
the Philippines (AFP) responsible for land warfare, postulates that the future 
of Philippine ground warfare is hybrid warfare (HW). HW is the adversary’s 
employment of various techniques and procedures, both conventional and 
unconventional, within the same battlespace to exploit enemy weaknesses. An 
attritional type of warfare, HW features fluid and flexible combatants using state 
and non-state capabilities, advanced weapons systems for disruptive purposes, 
irregular tactics, cyber-attacks, mass communication for propaganda, and 
hard-soft power to achieve victory. This paper attempts to explain the PA’s 
thesis by discussing the evolution of warfare in Philippine military history, 
current threats to the land force, and the PA's current capability and force 
structure, before briefly concluding with a fair assessment of the PA’s readiness 
in facing hybrid threats.

The Future of Philippine Land Warfare:
The Philippine Army’s Perspective 

I. Introduction

Conflict remains part and parcel of international politics, and states 
increasingly rely on non-conventional tools to advance statecraft. The term 
“hybrid” originated in the military sphere and was initially employed regarding 
hybrid warfare (HW). HW came to be known as the simultaneous employment 
of regular and irregular forces and tactics within one combat theater.1 It rose 
to prominence in defense policy and the media after the Russian annexation 
of Crimea in 2014. Gradually, the meaning of the term evolved to suit the 
changing character of warfare against potential adversaries during armed 
conflict, in which adversaries employ a combination of capabilities to gain an 
asymmetric advantage.

Hybrid tactics, on the other hand, represent a gap in many nations’ defense 
forces, including the Philippines, to respond to new challenges that are likely 
to endure and intensify in the future. Historians have argued that hybrid 
tactics were used by Saddam Hussein, Ho Chi Minh, Hezbollah, and even the 
Duke of Wellington. With the evolving technologies, however, today’s hybrid 
threats are far more lethal and deceptive than those of the past.2 

A.  Hybrid Threats, Hybrid Warfare, Hybrid Strategies

The lack of conceptual clarity is a problem for discussing HW, but so is 
the lack of defined strategies to understand the threats. These strategies also 
seek to blur and exploit the use of force, such as those between war and peace 
in which hybrid aggressors can take advantage of gray areas to remove or 
impede the target’s ability to respond decisively – hence the term “gray zone.” 
Nevertheless, the Philippine Army (PA) Hybrid Strategy has experienced new 
life in the latest developments and threats in cybersecurity. This posturing 
includes the ambiguous use of military and non-military forces, economic 
coercion, and information warfare (IW). Given the rapidly changing security 
environment, the PA is confronting the complexities of China’s HW and 
threats emanating from other regional actors. In this broader context, the PA 
must adapt to these legitimate threats to national security.  It is under the 
impression that much of the challenge stems from what war itself amounts 
to. Following Carl von Clausewitz, there is an understanding of war as being 
“strategic” where a precondition is set to connect all means and ends in times 

1  Frank G Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington: Potomac Institute for Policy 
Studies, 2007).
2  Robert Wilkie, “Hybrid Warfare: Something Old, Not Something New,” Air and Space Power Journal, Vol. 23, No. 4 
(2009): 15.
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of war and peace. In this sense, it fits more with Clausewitz’s concept of war 
as an act of force intended to compel the enemy to do one’s will.3 In many 
ways, HW is more than warfighting but nothing short of a grand strategy. 
Additionally, many of the indications of ‘Hybrid Warfare’ are also part of the 
“Fourth-Generation Warfare,” a contesting theory from the 1990s.4 Similarly, 
it argues, in the present, that non-conventional tools of warfare are brought 
about by technological advancements and strategic power balances, and this 
itself places greater emphasis on the non-conventional means to conduct such 
operations.

Against this background, there is a significant and widespread concern 
whether the capabilities of the PA are commensurate to the challenges posed 
by hybrid threats. It is now imperative upon the PA to improve on its resilience, 
strengthen its defense, and increase its ability to deter and/or manage hybrid 
threats proactively.

B. Objective and Structure of the Study

The research is divided into four parts. The first part addresses the language 
problem of hybrid challenges by briefly tracing the concept's roots in Philippine 
military history and Western and Eastern concepts of warfare. In this section, 
a more theoretical approach is made. While hybrid threats and HW are 
different terms, a conceptual parallel is made using various HW elements and 
other related concepts such as a hybrid conflict that is technology-driven and 
featuring Cross-Domains Operations (CDO) and urban warfare. A separate 
discussion is made to discuss the complexities of gray zone strategies as they 
are more relevant to the country’s security environment. 

Next, the current threats and their hybridization are shown. The idea that 
conflict might be seeing more hybrid threats given the evolving nature of 
warfare has posed a significant challenge where the scope is much broader, 
and the core dynamics are often located outside the battlefield. This chapter 
reviews the current threats that indicate HW, suggesting that HW compels us 
to press any likely threats that emanate from them into categories and support 
the need to transition to HW to counter hybrid threats. 

Meanwhile, the third chapter gives an overview of the PA’s current 
capabilities, force structure, and international engagements geared towards 
addressing current threats. By giving an overview of the PA’s current set of 
capabilities and force structure design, it can be gauged what and to what 
extent the PA should adjust in its planning to adapt to the exigencies of future 
warfare, especially a hybrid one.

3  Patrick Cullen and Erik Reichborn-Kjennerud, What Is Hybrid Warfare? (Oslo: Norwegian Institute of International 
Affairs, 2016).
4  James Wither, “Making Sense of Hybrid Warfare,” Connections, Vol. 15, No. 2 (2016): 78.

The final part acknowledges that the future of warfare is hybrid. This article 
evaluates the need to leverage HW, as shown in other literature that makes 
frequent reference to the need to address and adapt to hybrid threats.  The 
main takeaway is that much of the activity related to a hybrid conflict will occur 
beyond what the Western literature would consider part of armed conflict. 
Therefore, modern statecraft and preparedness can be relevant instruments to 
help shape the hybrid conflict behavior of adversaries. 

Overall, the paper will offer a better understanding of how threats emerge, 
cascade, and evolve, and what strategies and tools have PA at their disposal to 
show its ability to transition to treacherous waters brought by hybrid threats. 
Finally, the paper concludes with a few policy recommendations on how the 
PA and other significant partners could deter any significant challenges and 
threats to their interests. By identifying these recommendations and their 
potential trade-offs, the PA may empower strategies that ultimately shape 
the future of warfare and promote norms in the hybrid conflict realm going 
forward.

II. The Evolution of Warfare

A. Colonial, Postwar, and Contemporary History

Warfare evolves over time. When taken as a whole, global military 
history shows that most of the world’s conflicts were predominantly fought 
conventionally and symmetrically, as in a nation’s armed force utilizing 
different technologies, tactics, and maneuvers to outclass, outflank, and 
outbalance the opposing army and vanquish it. Irregular and unconventional 
warfare (UW)5 was also conducted, but only to a certain extent in conflicts 
before the Second World War. The spread of ideas on independence, liberty, 
and self-determination after the war led to the proliferation of UW globally, 
spearheaded by separatist, Communist, and Muslim doctrines during much 
of the period until the end of the Cold War. The dawn of the contemporary 
period, bringing new developments in science and technology, gave rise 
to hybrid conflicts which are not exactly new, but ones that combine both 
conventional and unconventional means. With the growing complexity 
of warfare in the 21st century and beyond, this research proposes that a 
future land war, skillfully employing both means, will be fought in a hybrid 
manner. 

Like the rest of global military history, land warfare during much of 
Philippine military history was fought conventionally before its transition 
to unconventional means in the postwar period until the present. Although 

5  The extensive use of proxy wars, covert forces, subversion, guerrilla tactics, non-state actors, insurgency, rebellion, 
terrorism, and assassination.
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intermittent unconventional conflicts during the colonial era were present, 
conventional warfare (CW) was primarily the form of warfare that dominated 
this era. Due to the broad scope of the period covered, the research only 
focused on three essential conflicts to demonstrate this conventional-
unconventional thesis, namely: 1) the Philippine Revolution (1896-1898), 2) 
the Second World War (1941-1945), and the 3) the Communist and Muslim 
Movements (1968-present). 

Although Dr. Jose Rizal disowned the Philippine Revolution towards the 
end of his life, he was not entirely against it if the revolutionaries meticulously 
met his three requirements: that it must have a concrete ideology, be driven 
by a pure and noble intention, and be thoroughly prepared through the 
procurement of necessary weapons and firepower to counter the Remingtons 
and cannons of the Spanish Army. He even suggested that the chemist and 
fellow propagandist Antonio Luna lead the Revolution, owing to his military 
science education in Europe. However, as Dr. Pio Valenzuela had predicted, 
the Revolution erupted before the accomplishment of Rizal’s requirements. 
After all, a revolution led by the masses cannot comprehend the mind's 
thought processes and military preparedness rationale. Now that the Spaniards 
discovered the Katipunan, everything seemed black and white – to continue 
living under Spanish bondage or die trying to achieve Filipino independence. 
Initially lacking adequate training, modern weapons, and a unified command, 
the Filipino forces won some victories against the surprised Spaniards, but 
lasted no more than a few months because of Spanish reinforcements from 
the Iberian peninsula. However, the arrival of Emilio Aguinaldo into the 
scene and the proceedings of the Tejeros Convention turned the tide of the 
Revolution and slowly pushed the Spaniards back. The government officially 
established the PA with Artemio Ricarte as the first chief of staff, and he, along 
with other officers, set up a unified command and adopted military orders, 
tactics, channels of command, and war zones for the ground force.6

Four decades after the Revolution, war clouds once again loomed over 
the Philippines that began with the Japanese bombing of Pearl Harbor, 
thus ushering the beginning of the Second World War in the Pacific. The 
Armed Forces of the Philippines (AFP), with Basilio Valdes as the Chief of 
Staff, and the United States Armed Forces in the Far East (USAFFE), with 
Douglas MacArthur as its commander, fought the Imperial Japanese Army 
conventionally in different parts of the country until the shift, albeit briefly, to 
UW with the official surrender of the troops in Bataan and Corregidor. Military 
men and civilians continued to resist the Japanese by forming various guerrilla 
organizations in the country for two years beforeMacArthur finally returned 
with the largest American invasion force and liberated the archipelago with 

6  Cesar P. Pobre, History of the Armed Forces of the Filipino People: Volume I (Quezon City: New Day Publishers, 
2000), 26-27.

the vital assistance of the guerrillas.7 However, the war had left the Philippines 
economically bankrupt and grieving, with its capital flattened to the ground 
and second only to Warsaw as the devastated capital in the world. 

Finally, the birth of the Communist Party of the Philippines (CPP) and the 
New People’s Army (NPA) in 1968 gave rise to a new internal threat for the 
country two decades after the Second World War. Two years later, in 1970, 
the CPP-NPA joined the activities of the First Quarter Storm. This move 
was the first of four phases in Communist strategy, i.e., subversion, small-
based actions/guerrilla warfare, insurrection, and civil war.8 Following the 
seizure of communist literature and weapons in the infamous MV Karagatan 
Incident, the NPA conducted armed operations against the government and 
its armed forces during the Martial Law period. This episode coincided with 
the formation of Muslim secessionist movements in Mindanao, the Moro 
National Liberation Front (MNLF) (1968) and its breakaway group, the Moro 
Islamic Liberation Front (1977). Other groups, such as the Abu Sayyaf Group 
(ASG) (1989), Bangsamoro Islamic Freedom Fighters (BIFF) (2010), and the 
Maute Group (MG) (2012), also came into being. Unconventional methods, 
such as receiving external support and training, kidnappings, assassinations, 
terrorism, and guerrilla tactics, were used extensively by the Communist and 
Muslim movements to the extent that their activities have persisted to this day. 
Unfortunately for the CPP-NPA, foreign funding ceased when the People’s 
Republic of China (PRC) ended its support for the group due to President 
Ferdinand Marcos’s establishment of diplomatic relations with the PRC in 
1975. In response to these threats, the AFP intensified its activities against 
such groups by utilizing unconventional methods in unison with limited 
conventional tactics such as intense counterinsurgency and counterterrorism 
operations, psychological warfare, intelligence buildup, and the utilization of 
the Joint Force concept.9

 
B. Western vs. Eastern Concept of Warfare

Knowing the nature of warfare should be of paramount interest to any 
member of the armed forces and the defense sector as knowledge of the conduct 
of war determines its outcome. Moreover, this should be mandatorily studied 
because warfare is “a matter of vital importance to the State; the province of 
life and death; [and] the road to survival or ruin,” according to Sun Tzu.10 
In this research, the Western and Eastern warfare concepts are analyzed and 
differentiated from each other because, after all, HW employs both concepts, 
fundamentally changing the future of warfare. Shortly following this analysis 
is a thorough discussion of HW and its theory, nature, weaknesses, and Russo-

7  Uldarico S. Baclagon, Military History of the Philippines (Manila: St. Mary’s Publishing, 1975), 115-295.
8  Pobre, History of the Armed Forces of the Filipino People, 485.
9  Pobre, History of the Armed Forces of the Filipino People, 503.
10  David Jordan, James D. Kiras, David J. Lonsdale, Ian Speller, Christopher Tuck, and C. Dale Walton, Understanding 
Modern Warfare: 2nd Edition (Cambridge: Cambridge University Press, 2016), 1.
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Chinese perspectives. Confining the future of warfare to a single concept no 
longer appears viable with the advent of HW. Instead, it is a fusion of both 
Western and Eastern models, resulting in HW's birth. 

The Western concept of warfare, pioneered by the United States (US), 
focuses on battlefield dominance and its translation to stable and favorably 
Western political outcomes, both achieved through the employment of 1) 
cutting-edge, high-technology military systems and precision engagements, 
2) network communications, 3) command and control (C2), and 4) extensive 
intelligence, surveillance, and reconnaissance (ISR) and mostly characterized 
by “an obsessive drive to minimize casualties, a reluctance to think about the 
long-term consequences of war, a narrow focus on combat, a lack of emphasis 
on war termination,” and the need for international support.11 Simply put, 
the Western principle is a limited war governed by laws and the rules of 
engagement.  

On the other hand, the Eastern concept of warfare, spearheaded by the PRC, 
was first characterized primarily as a large-scale, low-tech, protracted people’s 
war with internal security and nation-building as secondary functions under 
the direction of Chairman Mao Zedong. However, Mao’s death gradually led 
to a shift into a smaller, more professional People’s Liberation Army with a 
doctrine of limited, local war and a “people’s war under modern conditions” 
with Deng Xiaoping’s guidance.12  Before the dawn of the 21st century, another 
doctrine came into fruition and embedded into China’s military methodology 
to some extent. US military dominance since the Cold War led to an adaptive 
response by China towards the external environment, which involved:13

…not just military modernization, territorial expansion, 
cyberwarfare, and economic-technological competition… 
[but] also a widening of the very definition of warfare, to 
the point where Western planners now risk… a situation in 
which an adversary’s conception of war becomes so much 
broader than our own…

The publication of Chao Xian Zhan (“Unrestricted Warfare/War Beyond 
Limits”) by People’s Liberation Army (PLA) senior colonels Qiao Liang (PLA 
Air Force) and Wang Xiangsui (PLA Ground Force) in 1999 clearly articulates 
China’s adoptive response and asserts the above thesis: that China has 
“dramatically broaden[ed] the definition of war beyond battlefield dominance, 
suggesting that war no longer means “using armed force to compel the enemy 

11  David Kilcullen, The Dragons and the Snakes: How the Rest Learned to Fight the West (New York: Oxford University 
Press, 2020), 7, 202; Jordan et al., Understanding Modern Warfare, 7.
12 Kilcullen, The Dragons and the Snakes, 178-79.
13  Kilcullen, The Dragons and the Snakes, 175.

to submit to one’s will” but rather “using all means, including armed force 
or non-armed force, military and non-military, and lethal and non-lethal 
means to compel the enemy to accept one’s interest” and that “non-war 
actions may be the new factors constituting future warfare.””14  Aside from 
CW, “trans-military” and “non-military operations” will also be utilized, 
such as 1) financial disruption, 2) currency and stock market manipulation, 
3) trade wars, 4) exploitation of humanitarian aid and foreign assistance, 5) 
cyberwarfare and information warfare, 6) narcotics trafficking, 7) smuggling, 
8) other criminal activities, 9) ecological warfare, 10) capturing control of key 
technologies, and 11) “lawfare.”15

C. Hybrid Warfare and Its Elements

Adopting military, trans-military, and non-military methods are 
one of the critical features in waging HW. HW, for this research, 
is defined as the adversary’s employment of various techniques 
and procedures, both conventional and unconventional, within 
the same battlespace and tailored to exploit enemy weaknesses.16 

 While the term “hybrid” is relatively modern, an examination of HW through 
the lens of Strategic Theory – that is, that all wars in history share specific 
common characteristics – would show that this type of warfare 1) is all about 
tactics, 2) is not new, 3) is a weak concept, 4) creates an unnecessary category, 
and 5) is not under the threshold of international law.17 Still, while there is 
nothing new with its components (thus supporting Caliskan’s argument) and 
is simply a “new perspective for an old way of warfare,” HW and its various 
approaches have “taken on new significance in the contemporary world 
due to globalization, mass communications, and the speed of technological 
innovation,” according to CWO Stephen M. Dayspring.18

 
To support the central idea behind HW, Dayspring used John J. 

Mearsheimer’s Theory of Offensive Realism to explain a Hybrid user’s view 
of states and the international world order, that 1) the natural state of the 
international system is anarchy, 2) states inherently possess some offensive 
military capability, 3) states can never be sure about other state’s intentions, 4) 
survival (i.e., territorial integrity and political autonomy) is the primary goal 
of the state, 5) states are rational actors, and 6) states inherently possess other-
than-military means of interacting with other states.19

 
14  Kilcullen, The Dragons and the Snakes, 200-02.
15  Kilcullen, The Dragons and the Snakes, 201-02.
16  Jordan et al., Understanding Modern Warfare, 8.
17  Murat Caliskan, “Hybrid Warfare through the Lens of Strategic Theory,” Defense & Security Analysis, Vol. 35, No. 
1 (2019): 2, 10-14.
18  CWO Stephen M. Dayspring, “Towards a Theory of Hybrid Warfare: The Russian Conduct of War during Peace” 
(M.S. Thesis, Naval Postgraduate School, 2015), 13-14.
19  Dayspring, “Towards a Theory of Hybrid Warfare,” 26.
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In determining the “hybridity” of warfare, an examination of three principal 
elements is necessary: 1) the nature of the aggressor (requires an aggressor’s 
willingness to violate a target state’s sovereignty, to include the promotion 
of violence, during a time of supposed peace), which would require a) 
synchronizing elements of national power (fusing the efforts of military and 
political warfare and the overlapping application of IW out of this fuse which 
would enable the aggressor to obscure its intentions, isolate the objective from 
the target state’s control, weaken the target state and international resolve, 
dissuade external influence, magnify the perceived cost of resistance and 
separate the objective area’s population from the target state, manufacture 
legitimacy by fabricating a pretext for “intervention,” prevent the target state 
from responding effectively, reduce the chances of external interference, and 
break the enemy’s ability or will to resist ahead of the overt introduction of force 
respectively) and b) employing limited levels of violence (the formation and 
sponsorship of terrorists, resistance movements, agitators, and saboteurs and 
the mobilization of conventional military forces under the auspices of training 
exercises, weapons tests, border security drills, snap inspections, or increased 
naval and air patrols that will exacerbate tensions, undermine the target state’s 
governance in an area, and enhance the effects of efforts in other domains), 
2) the presence of requisite conditions (the hybrid actor’s identification of a 
strategic end toward which it can direct its efforts, leading to the significant 
reduction of the target state’s ability to protect the objective), which would 
require a) determining strategic goals (either the complete destruction of an 
adversary’s ability or will to resist, or only the force necessary for the aggressor 
to impose his will in a desired space) and b) masking the dynamic change to the 
status quo (the concealment of intentions from the outset and the utilization 
of liberal international order instruments – United Nations (UN) mandates, 
international treaties, environmental laws, and commercial agreements – to 
his advantage so that the efforts of diplomatic, economic, and informational 
coercion are less readily identified as acts of hostility and countered in kind), 
and 3) the primacy and combination of other-than-conventional military 
forms of warfare (the need to conceal their intentions from the outset so 
that the efforts of diplomatic, economic, and informational coercion are less 
readily identified as acts of hostility and countered in-kind).20 Victory in HW 
is determined when there is a proper understanding of the strategic goal as 
well as the successful imposition of the aggressor’s will: “the full and absolute 
political power on a territory or a specific technology, operation, influence or 
Denial Area action.”21

20  Dayspring, “Towards a Theory of Hybrid Warfare,” 27, 29-33.
21  Dayspring, “Towards a Theory of Hybrid Warfare;” 33; “The Theory of Hybrid Warfare as Developed by 
Generals Gerasimov and Primakov,” Modern Diplomacy, accessed September 9, 2020, https://moderndiplomacy.
eu/2020/06/26/the-theory-of-Hybrid-warfare-as-developed-by-generals-gerasimov-and-primakov/.

Like all forms of warfare, HW has several weaknesses. Learning from the 
Russo-Ukrainian War, 1) HW is not a “magic trick” and has severe limitations 
(HW cannot bring about the quick collapse of countries solely by relying on 
non-military means), 2) the party that practices HW is not insulated from its 
blowback (because HW provides deniability for the aggressor – at least in the 
beginning of the conflict – through reliance on a wide range of proxies, it does 
not have full control over them who may pursue parochial interests rather 
than those of their patron), and 3) HW is a strategy of attrition that affects 
both sides (war fatigue affects not only the target but also the aggressor).22 

Moreover, HW has challenges in 1) friction (factors that distinguish military 
theory and planning from what takes place on the battlefield, such as danger, 
physical effort, uncertainty and unreliability of information, and accidental 
events) because unpredictability increases significantly; 2) fatigue (“exertion” 
of war) since HW drains not only human resources and military hardware, 
but also the strategy, ideological concepts, tasks, and methods of war-waging; 
and 3) the need for an exit strategy owing to its absence in attrition warfare 
such as HW.23

From the Russian perspective, because technology determines warfare's 
future, the technologically most-advanced countries dictate whether a 
given modern war will be a gibridnaya voyna, the Russian term for HW.24 

In the Chinese viewpoint, however, HW is the technique of “winning 
without fighting” merged with unrestricted warfare and the use of the gray 
zone strategy, “operations [that] may not cross the threshold of war due to 
the ambiguity of international law, ambiguity of actions and attribution, or 
because the impact of the activities does not justify a response.”25

D. Hybrid Warfare and Its Related Concepts: Technology, Cross-Domain 
Operations, and Urban Warfare

While this research contends that the future of land warfare is hybrid, the 
nature of these hybrid conflicts will most likely be 1) technology-driven, 2) 
Cross-Domain Operations (CDO), and 3) Urban Warfare. First and foremost, 
future hybrid conflicts will be technology-driven to maximize asymmetry 
because history has shown that technology affected warfare in all its forms 
“like waves spreading from a stone thrown into a pond:”26 

22  Krisztián Jójárt, “Revisiting the Theory of Hybrid War: Lessons from Ukraine,” Center for European Policy Analysis 
(April 2019): 7.
23  Jójárt, “Revisiting the Theory of Hybrid War,” 3-6.
24  Jójárt, “Revisiting the Theory of Hybrid War,” 2.
25  “The Theory of Hybrid Warfare as Developed by Generals Gerasimov and Primakov;” “Explainer: What is ‘Hybrid 
Warfare’ and What is Meant by the ‘Grey Zone’?” The Conversation, accessed October 1, 2020, https://theconversation.
com/explainer-what-is-Hybrid-warfare-and-what-is-meant-by-the-grey-zone-118841.
26  Martin van Creveld, Technology and War: From 2000 B.C. to the Present (New York: The Free Press, 1991), 11.
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1) The causes that lead to wars, and the goals for which 
they are fought, 2) the blows with which campaigns open, 
and the victories with which they (sometimes) end, 3) the 
relationship between armed forces and the societies that they 
serve, 4) planning, preparation, execution, and evaluation, 5) 
operations, intelligence, organization, supply, 6) objectives, 
methods, capabilities, missions, 7) command, leadership, 
strategy, tactics, and even 8) the very conceptual frameworks 
employed by our brains in order to think about war and its 
conduct – not one of these is immune to the impact that 
technology has had, does have, and always will have. 

Moreover, while a Revolution in Military Affairs (RMA) ultimately 
depends on human factors such as 1) organization, 2) strategy, 3) tactics, 4) 
leadership, 5) training, and 6) morale among others, it is the technology that 
“sets the parameters of the possible” and “creates the potential for a military 
revolution.”27 A thousand years later, the present warfare is also shaped by the 
proliferation of new military technologies, albeit with some changes. First,  
lesser powers are now capable of acquiring such new technologies, especially 
those countries that thoroughly understand their meaning and influence 
on modern warfare and their security, and second, those countries that can 
acquire, deploy, and design more and more deadly weapon systems are de 
facto “calling the shots.”28 Borrowing a famous quote from a famous first-
person shooter video game, “Learning to use the tools of modern warfare is 
the difference between the prospering of your people and utter destruction. 
It sure matters who has the biggest stick; however, it matters a lot more who 
is swinging it.” As military technology continues to develop well into the 
future, there will also be a diffusion of weaponry similar to the present “such 
that insurrectionary movements are readily able to receive state-of-the-art 
weapons.” This diffusion will increase the challenges of Western-dominated 
cutting-edge weaponry and its relevant control systems by surrogates and non-
state actors, resulting in refocused attention on training and usage of weapons 
(from an Army perspective) and an emphasis on asymmetric capability.29

Second, future hybrid conflicts will also feature CDO, known in US military 
doctrine as Multi-Domain Operations (MDO). CDO are operations that 
feature interoperability of military forces across the four domains with the 
aim of 1) maximizing resilience, 2) achieving the necessary concentration of 
force, 3) furthering interdependence between the services, 4) improving cross-
domain C4ISTAR down to the most tactical level, and 5) adopting a dual track 

27  Max Boot, Made New: Technology, Warfare, and the Course of History, 1500 to Today (New York: Gotham Books, 
2006), 28.
28  Andrei Martyanov, The (Real) Revolution in Military Affairs (Atlanta: Clarity Press, Inc., 2019), 140, 149-150.
29  Jeremy Black, War and Technology (Indiana: Indiana University Press, 2013), 258-260.

of disruptive technologies and stealth and low-signature platforms.30 CDO 
can also be defined as “operations conducted across multiple domains and 
contested spaces to overcome an adversary’s strengths by presenting them with 
several operational and tactical dilemmas through the combined application 
of calibrated force structure; employment of multi-domain formations; and 
convergence of capabilities across all domains, environments, and functions 
in time and spaces to achieve operational and tactical objectives.”31 In other 
words, the central idea is that Army forces, as part of the Joint Force, will 
conduct CDO 1) to prevail in competition, 2) penetrate and disintegrate 
enemy Anti-Access/Area Denial (A2/AD) systems, 3) exploit the resultant 
freedom of maneuver to achieve strategic objectives, and 4) force a return to 
competition on favorable terms.32 Furthermore, CDO also has four features:  
1) it can compete short of war, 2) turn denied spaces into contested spaces, 3) 
defeat enemy campaigns, and 4) consolidate gains.33 In order to adequately 
prepare the land forces for CDO and ensure coordination at all levels, there 
are nine tips that any army can follow, namely 1) keep focused on the basics, 
2) be precise, timely, and accurate, 3) understand how the army runs, 4) 
continue to grow professionally, 5) know the domain, and know it well, 6) 
identify and collaborate with tactical mission partners in other domains, 7) 
train and exercise multi-domain approaches, 8) document lessons learned, 
and 9) apply multi-domain lessons in agreements, plans, and tactics.34

Third and finally, urban warfare and operations in an urban environment will 
take center stage in future hybrid combat. The very nature of the city “creates 
the possibility of violence against and through it.”35 The city’s 1) reliance on 
dense webs on infrastructure, 2) density and anonymity, and 3) dependence on 
imported water, food, and energy contribute to the proliferation of conflict in 
the area by both state and non-state actors.36 As such, cities are now becoming 
battlespaces of their own, with threats “camouflaging themselves within the 
clutter of cities for protection against traditional forms of military targeting,” 
forcing militaries to fight close quarters in a brutal urban environment:37

Since irregular combatants don’t have the combat power 
to stand up to government forces in a direct fight, they 

30  Joanne Mackowski, Elizabeth Quintana, and Adam Smith, Cross-Domain Operations and Interoperability (London: 
Royal United Services Institute, 2012), 3.
31  Mark Balboni et al., Mission Command of Multi-Domain Operations: A US Army War College Student Integrated 
Research Project (Pennsylvania: Strategic Studies Institute, 2020), 24.
32  United States Army Training and Doctrine Command, The U.S. Army in Multi-Domain Operations 2028 (Virginia: 
Fort Eustis, 2018), v.
33  United States Army Training and Doctrine Command, Multi-Domain Battle: Evolution of Combined Arms for the 
21st Century, 2025-2040 (Virginia: Fort Eustis, 2018), iii.
34  Fred W. Baker III (ed.), “Sustaining Multi-Domain Battle,” Army Sustainment, Vol. 50, Issue 1 (2018): 4; Albert “AC” 
Harris III, “Preparing for Multidomain Warfare: Lessons from Space/Cyber Operations,” Air & Space Power Journal, 
Vol. 32, No. 3 (2018): 45-46.
35  Stephen Graham, Cities Under Siege: The New Military Urbanism (London: Verso, 2010), xxiv.
36  Graham, Cities Under Siege, xxiv.
37  Graham, Cities Under Siege, 21; David Kilcullen, Out of the Mountains: The Coming Age of the Urban Guerrilla 
(London: Scribe, 2013), 110-111.
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tend to hide, and thus to rely on cover and concealment. 
The concealment and protection afforded by complex 
environments help them avoid detection by security forces, 
letting them move freely and fight only when and where 
they choose. For this reason, guerrillas, bandits, and pirates 
have always flourished in areas where cover was good and 
government presence was weak. For most of human history, 
this meant remote, forested, mountainous areas such as the 
Afghan mountains discussed in the preface. But with the 
unprecedented level of global urbanization, this pattern is 
changing, prompting a major shift in the character of conflict. 
In the future environment of overcrowded, undergoverned, 
urban, coastal areas – combined with increasingly excellent 
remote surveillance capabilities (including drones, satellites, 
and signals intelligence) in remote areas – the cover is going 
to be in the cities. 

There are six considerations that any army should consider for effective 
operations in the future urban environment.38 First, create conditions that allow 
freedom of maneuver required in all domains to execute a specific mission. 
Second, gain access. Third, deny access to adversaries, enabling friendly forces 
to gain access. Fourth, control certain aspects of the domains and environments 
to gain access, deny access, and have the freedom of maneuver to operate. Fifth, 
introduce depth in terms of mass or infrastructure to be resilient and provide 
friendly forces with an operational advantage. Sixth and finally, embrace 
technology and use it to one’s advantage.39

D. Kinds of Hybrid Warfare: Open and Gray Zone 

HW has two distinct categories: 1) Open Warfare HW and 2) Gray 
Zone HW. Open Warfare HW, also known as “traditional” HW, “brings the 
full spectrum of conventional and unconventional operations to bear on a 
conflict” using 1) all instruments of national power, 2) proxies, 3) terrorism, 
4) conventional tactics, 5) UW, and 6) criminal elements “employed and fused 
in a single space and time.”40 Gray Zone HW, on the other hand, “stays below 
the threshold of conventional conflict between states” and characterized by 
1) ambiguity, 2) exploitation of an adversary’s weaknesses through DIME 
(Diplomatic, Informational, Military, and Economic instruments of power), 
3) attack in five domains (Land, Sea, Air, Cyber, and Information), 4) use of 
criminal organizations and networks, and 5) utilization of laws and cultural 

38  Gregory Fremont-Barnes (ed.), A History of Modern Urban Operations (Camberley: Palgrave MacMillan, 2020), 
356-358.
39  Fremont-Barnes, A History of Modern Urban Operations, 356-358.
40  John Chambers, Countering Gray-Zone Hybrid Threats: An Analysis of Russia’s ‘New Generation Warfare’ and 
Implications for the US Army, (New York: Modern War Institute at West Point, 2016), 22.

norms as weapon systems.41

China has continually used the gray zone strategy, the second and 
nontraditional form of HW, to deal with belligerent states, superpowers, and 
the WPS's disputed islands. Identifying and clearly defining this strategy 
is the first step that will help the PA counter threats of the same nature in 
the present and future and aid the Philippine Navy (PN) and the Philippine 
Air Force (PAF). The gray zone strategy is a form of conflict under HW 
that “strives to remain under key escalatory or red line thresholds to avoid 
outright, conventional conflict” by employing “mostly nonmilitary or non-
kinetic tools.” 42Furthermore, it is also “an operational space between peace 
and war, involving coercive actions to change the status quo below a threshold 
that, in most cases, would prompt a conventional military response, often by 
blurring the line between military and nonmilitary actions and the attribution 
of events.”43 Aside from the previously-mentioned characteristics, the gray 
zone strategy also has nine key elements: 1) remains below the threshold 
that would justify a military response, 2) unfolds gradually over time rather 
than involving bold, all-encompassing actions to achieve objectives in one 
step, 3) lacks attributability, 4) uses extensive legal and political justifications, 
often grounded in historical claims supported with documentation, 5) stops 
short of threatening the defender’s vital or existential interests, 6) uses the 
risk of escalation as a source of coercive leverage, 7) typically built around 
nonmilitary tools, as part of the general approach of remaining below critical 
thresholds for a response, 8) targets specific vulnerabilities in the targeted 
countries, and 9) takes advantage of strategic ambiguity to achieve gradual 
gains.44 The nature and framework of the gray zone strategy is rooted in three 
principles: 1) revisionist intent, that rising powers are both integrated into 
the world community and deeply exasperated with it, thereby assembling 
campaigns and using tools below the threshold of war to shift international 
rules, norms, distribution of goods, and patterns of authority to their benefit 
and transform the world in service of their interests and values;  2) strategic 
gradualism, methods that are designed to unfold over time and avoid 
unnecessarily decisive fights through a long set of interconnected actions 
calculated to make gradual progress; and 3) unconventional tools, composed 
of methods in HW (e.g., conventional weapons, irregular tactics, terrorism, 
criminal behavior, high-end military operations, cyberattacks, insurgency, 
etc.), UW (underground, auxiliary, or guerilla force), and Political Warfare 
(PW) (ranges from overt political alliances, economic measures, and “white” 
propaganda to covert clandestine support of “friendly” foreign elements, 

41  Chambers, Countering Gray-Zone Hybrid Threats, 16-17, 19-21.
42  Annika Binnendijk, Jeffrey W. Hornung, Marta Keep, Michael J. Mazarr, Lyle J. Morris, and Stephanie Pezard, 
Gaining Competitive Advantage in the Gray Zone: Response Options for Coercive Aggression Below the Threshold of 
Major War (California: RAND Corporation, 2019), 8.
43  Binnendijk et al., Gaining Competitive Advantage in the Gray Zone, 8; Michael J. Mazarr, Mastering the Gray Zone: 
Understanding a Changing Era of Conflict (Philadelphia: United States Army War College Press, 2015), 58.
44  Binnendijk et al., Gaining Competitive Advantage in the Gray Zone, 8-12.
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“black” psychological warfare, and encouragement of underground resistance 
in hostile states).45

China’s gray zone strategy, when applied in the Philippine setting, can be 
divided into three characteristics: 1) Non-Military/Non-Kinetic, 2) Strategic 
Positioning, and 3) Influence Operations. First, non-military/non-kinetic 
means are characterized by “the use of civilian entities, capabilities, and 
personnel – the Chinese Coast Guard (CCG), Chinese Maritime Militia 
(CMM), and even Chinese fishermen – to coerce, intimidate, and challenge 
the presence of Filipino vessels, troops, and fishermen within the country’s 
claimed territories and occupied islands and features.”46 It also features the 
use of all national instruments of power aside from military means.47 Second, 
strategic positioning, or the occupation of positions “in order to surround the 
enemy and cut off his lines of communication,” involves sending legitimate 
economic fronts and business ventures to strategic target areas but are, in 
reality, building underground facilities which will be of use to them in military 
operations, such as the Chinese beach resort raid in a maritime chokepoint 
in Palawan by Philippine law enforcement agencies that contained bunkers 
and military-type barracks fronting the WPS upon further inspection.48 

Third and finally, Influence Operations, rooted from Sun Tzu’s “winning 
without fighting” concept in The Art of War and developed as “non-military 
war operations” in Unrestricted Warfare, utilizes China’s “Three Warfares” 
strategy – psychological warfare, public opinion warfare, and legal warfare 
– to “influence the hearts and minds of China’s adversaries as well as its 
supporters.”49 China’s continuous opposition to the United Nations Convention 
on the Law of the Sea (UNCLOS) Award to the Philippines in all diplomatic 
engagements, public media, and multilateral fora is one good example and 
is gaining support even from other parts of the international community.50 
China successfully employs all three characteristics of its gray zone strategy 
tactically, operationally, and strategically against the Philippines. From a 
tactical level, swarming tactics are employed with the mobilization of the 
CMM and its numerous fishing vessels “in order to intimidate Filipino troops 
and fishermen in the WPS.”51 From an operational level, China implements 
the “Cabbage Strategy” to establish control of Scarborough Shoal by assigning 
the CMM in the inner layer fishing area of the Scarborough Shoal’s lagoon and 
the PLA Navy in the outer layer with its “over-the-horizon” maritime patrol 
operations.52 Finally, at the strategic level, “the PLA takes the prominent role 
as it applies the “Game of Go” strategy or the Strategic Positioning approach in 
the WPS by coordinating, synchronizing, and integrating the activities of all 

45  Mazarr, Mastering the Gray Zone, 1, 9-10, 33-34, 44-45, 47, 49.
46  Rommel R. Cordova, Understanding China’s Gray Zone Strategy in the South China Sea: Defining Strategic 
Approaches for the Philippines (M.A. Thesis, National Defense College of the Philippines, 2019), 106.
47  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 107.
48  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 111-112.
49  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 117.
50  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 119.
51  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 190.
52  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 191.

forces to take control and strengthen China’s foothold in the WPS.53

III. Current Threats for the Land Force

A. Flashpoints for Hybrid Warfare in the Asia-Pacific

In the Philippines’ security environment, the Chinese threat's hybridity is 
already apparent through Beijing’s execution of varying forms of gray zone 
operations, mainly observable in the West Philippine Sea, and through its 
general approach to maritime disputes with other claimant states. Regionally, 
however, the Asian continent is ripe with geopolitical flashpoints or 
“geographic areas with the potential to erupt suddenly into violent conflict.” 
These flashpoints are characterized as having a political dimension, meaning 
that they must be at the forefront of a significant and long-standing political 
dispute; a geographical dimension wherein tension becomes more significant 
because of the proximity between or among adversaries; and threatening 
to involve or engage more powerful actors in the international community, 
raising the possibility of escalation into a broader war.54 There are four possible 
flashpoints in Asia, namely 1) the Korean peninsula, because of the stalemate 
between North and South Korea, a leftover from the deadly Korean War seven 
decades ago, 2) the East China Sea, owing to China’s claims in this area as well 
as its aggressiveness towards Japan, causing the latter to grow increasingly 
nervous, rearm once more, and ensure that the US will side with it when 
war comes, 3) the WPS, again due to Chinese claims and aggressiveness 
towards neighboring countries, prompting a response from the US and the 
international community, and 4) Taiwan, the last obstacle towards a unified 
China ever since the Kuomintang’s 1949 retreat and exile to the island.55 These, 
coupled with the aggressiveness of hostile Asian nations, make the risks of 
a major war in Asia much greater today; all it takes is “an accidental clash 
between the wrong two militaries, at the wrong place at the wrong time, and 
a highly dangerous escalation could occur.”56 Even more specific to Southeast 
Asia, the sub-region is threatened by the WPS territorial disputes, ethnic 
minority issues, separatist and independence movements, Islamic extremist 
groups, and piracy.57 These are further complicated by human, food, energy, 
and cybersecurity58 concerns.

53  Cordova, Understanding China’s Gray Zone Strategy in the South China Sea, 191.
54  Brendan Taylor, The Four Flashpoints: How Asia Goes to War (Carlton: La Trobe University Press, 2018), 24.
55  Taylor, The Four Flashpoints, 13-17.
56  Taylor, The Four Flashpoints, 138.
57  Japan Ministry of Defense, Defense of Japan (Tokyo: Japan Ministry of Defense, 2020), 134.
58  Philippine Army, Philippine Army Operating Concept: Landpower in Multidimensional Operations (Taguig City: 
Philippine Army, 2015), 17.
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B. Current Threats for the Ground Force

For the PA, the country’s security is threatened by 1) technologically 
advanced conventional threats, 2) non-state asymmetric threats, 3) internal 
destabilizing threats, and 4) Hybrid threats59 as described in Figure 1:60 

These threats, having access to numerous resources and advanced 
technologies, will employ conventional (traditional armed forces) and 
asymmetric (economic intimidation, propaganda, cyber and information 
warfare, weapons of mass destruction (WMDs), terrorism, and proxy wars) 
capabilities in the pursuit of political, economic, social, technological, and 
military interests.61

First of these are technologically advanced conventional threats that 
take the form of foreign armed forces. For the PA, these are 1) China 
and 2) to some extent, the Russian Federation (RF). China’s Rénmín 
Jiěfàngjūn (People’s Liberation Army), the world’s largest armed force, 
has a total of 3,205,000 active, paramilitary, and reserve personnel divided 
into five Theater Commands (Eastern, Southern, Western, Northern, and 
Central Commands) with an increasingly modern, advanced equipment 
inventory of land, naval, aerial, missile, nuclear, and space capabilities.62 

The PLA employs a strategy of informatization (an offensive strategy 
59  Philippine Army, Landpower Maneuver Concept: Securing the Sovereignty, Defending the Land Territory (Taguig 
City: Philippine Army, 2015), 8.
60  PA, LMC, 8.
61  PA, LMC, 6, 8.
62  International Institute for Strategic Studies, The Military Balance 2020: The Annual Assessment of Global Military 
Capabilities and Defense Economics (London: Routledge, 2020), 259-268.

Figure 1: The Relation and Character of Threats

“emphasizing farsighted planning and management, shaping favorable 
situations, comprehensively managing crises, and resolutely deterring and 
winning wars” designed to protect China’s interests and coordinate the 
Diplomatic, Informational, Military, and Economic (DIME) tools to create a 
favorable environment) and active defense (a forward defense strategy based 
on positional and asymmetric warfare designed to resist external invasion).63

Meanwhile, Russia may be considered a threat to some extent not only for 
its employment of hybrid strategies in its successful annexation of Crimea 
but because of its strategic interest in the region. The latter is more significant 
to the Philippines due to Manila’s close affiliation with Washington,64 a 
significant threat to Russian interest. Russia’s reference to “Asia-Pacific” in its 
foreign and security relations can mean that its behavior has the potential 
to, directly and indirectly, affect the Philippines. Given that Russia sees 
itself as a secondary contributor to the Asia-Pacific’s security architecture 
through general agreements, trade and energy deals, and arms trade,65 

its interest in the Asia-Pacific may be interpreted as a desire for regional 
hegemony. The possibility of a Russian Asia-Pacific entrance will also endanger 
the Philippines because Russia “is likely to face a geopolitically chaotic 
and anarchic situation with a level of conflict even higher than Europe.”66 

Moreover, the Asia-Pacific is “pluralist“ (different groups with their own 
identities while coexisting with a dominant group or with other groups) and 
“thin” (weak and dispersed). When coupled with Russia’s inexperience in the 
region and the “high level of competition and rivalry” of the US and China,67 

a scenario that can be conjured is a complicated clash between the US, China, 
and Russia, with the rest of the Asia-Pacific left in the middle. 

Other than these technologically advanced conventional threats, the PA is 
also faced with non-state asymmetric threats in the form of local and foreign 
terrorists. These include 1) Muslim Armed Groups (MAGs), composed of the 
Moro National Liberation Front (MNLF) and the Moro Islamic Liberation 
Front (MILF), 2) Local Terrorist Groups (LTGs), comprised of the Ansar 
Khalifah Philippines (AKP), Bangsamoro Islamic Freedom Fighters (BIFF), 
and the Daulah Islamiyah (DI) which is composed of the Abu Sayyaf Group 
(ASG), Maute Group (MG), Turaife Group (TG), and the Maguid Group. 
In terms of these threats’ capabilities, the MNLF currently has fewer than 
10,000 fighters with access to a network of bases and automatic rifles.68 In 

63  Taylor M. Fravel, Active Defense: China’s Military Strategy since 1949 (Princeton: Princeton University Press, 2019), 
20-29, 51-63, 276-297, 339-347.
64  Abuza, The Philippines, 10; Armed Forces of the Philippines, Armed Forces of the Philippines Future Force Structure 
(Quezon City: Armed Forces of the Philippines, 2015), 32; PA, PAOC, 18.
65  Ron Huisken (ed.), Council for Security Cooperation in the Asia Pacific Regional Security Outlook 2020 (Canberra: 
CSCAP, 2019), 26.
66  Andrey Makarychev, “Russia’s Engagement With Asia Pacific: International Socialization, Multipolarity and 
Regionalism,” Rising Powers Quarterly, Vol. 2, Issue 1 (2017): 106.
67  Makarychev, “Russia’s Engagement With Asia Pacific,” 106.
68  IISS, The Armed Conflict Survey 2020, 107-108.
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contrast, the MILF has 30,000 active members serving in the Bangsamoro 
Islamic Armed Forces (BIAF) with access to high-powered automatic rifles 
and grenade launchers, for a total of 40,000 personnel.69 LTGs as a whole have 
a combined estimate of 795 combatants possessing 682 firearms as well as 
speedboats and improvised explosive devices (IEDs).70 

Internal destabilizing threats, in the form of local dissidents, are the PA’s 
third categorized threat. These are very similar to non-state asymmetric 
threats, with the primary difference being that these threats originate in the 
Philippines, are local in scope, and are found within the country’s borders. 
Primarily, Communist Terrorist Groups (CTGs) consist of the Communist 
Party of the Philippines-New People’s Army-National Democratic Front (CPP-
NPA-NDF) and the Rebolusyonaryong Partido ng Manggagawa ng Pilipinas-
Revolutionary Proletarian Army-Alex Boncayao Brigade (RPMP-RPA-ABB), 
as well as Private Armed Groups (PAGs).71 The CPP-NPA-NDF has 4014 
personnel possessing 3817 firearms and numerous IEDs, while the RPMP-
RPA-ABB has 500 fighters with access to rifles and other light weaponry.72 
While the country also confronts environmental threats, which could bring 
about destabilization, the mitigation of these is primarily considered under 
the PA’s Human Assistance and Disaster Relief (HADR) efforts.73

C. Exploring the Hybridity of Current Threats 

As previously discussed, the hybridity of threats is determined by 1) the 
nature of the aggressor, to mean its willingness to violate the sovereignty and 
promote violence in a time of peace, 2) the presence of a requisite condition or a 
strategic end, and 3) the primacy and combination of other-than-conventional 
military forms of warfare. In determining the current or possible hybridity of 
these threats, it is most apparent that technologically advanced conventional 
threats, particularly China, have the most propensity to continue or intensify 
the employment of hybrid or gray zone strategies to achieve its strategic 
objectives. Simultaneously, the country’s non-state asymmetric threats, 
especially those that are already linked or see the value in linking to the global 
insurgency of the Islamic State (IS), also share hybridity elements. For these 
non-state asymmetric threats to continue pursuing a strategic objective, an 
essential aspect of hybridity is their capability to operate in a spectrum of 

69  IISS, The Armed Conflict Survey 2020, 107-108.
70  Office of the Assistant Chief of Staff for Intelligence, G2, Philippine Army Threat Situation Update, Yearend 2019 
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71  Zachary Abuza, “The Philippines: Internal and External Security Challenges,” Australian Strategic Policy Institute 
(February 2012): 4, 7-8; International Institute for Strategic Studies, The Armed Conflict Survey 2020: The Worldwide 
Review of Political, Military and Humanitarian Trends in Current Conflicts (London: Routledge, 2020), 106-108, 118-
119; G2, Philippine Army Threat Situation Update, Slide 26.
72  G2, Philippine Army Threat Situation Update, Slide 5; IISS, The Armed Conflict Survey 2020, 118-119.
73  AFP, Future Force Structure, 29; PA, PAOC, 18; “COVID-19 and the Modernization of the Armed Forces of the 
Philippines: Issues and Challenges,” The Geopolitics, accessed October 14, 2020, https://thegeopolitics.com/covid-19-
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LN_KLiw5o4peMxiG4A-b4JnpFXusZvtU1mbdHzbzB4.

violence and exploit cyberspace in a highly sophisticated manner to establish 
a “virtual caliphate” in the absence of physical territory and shape a narrative 
of global jihad.74 Moreover, what characterizes modern hybrid threats is the 
combined and complementary use of tools including propaganda; domestic 
media outlets; social media; fake news; strategic leaks – or the release of 
information obtained through cyber espionage to influence public opinion; 
funding of organizations; political parties; organized protest movements; 
oligarchs; cyber tools for espionage, cyberattacks, and cyber manipulation; 
economic leverage in the form of foreign aid assistance, sanctions, and the use 
of loaned resources; proxies and proxy wars; and paramilitary organizations.75 
With these tools' high availability, it becomes more likely for any of the 
country’s identified threats to transition into hybrid ones. 

IV. Assessing the Capability of Land Forces 

The AFP, in general, and the PA, in particular, has made significant inroads 
in its capability development efforts over the years despite a fiscally constrained 
modernization program and its status as Southeast Asia’s military laggard. 
This chapter briefly discusses the PA’s current capabilities, force structure, 
and international engagements geared towards addressing current threats 
that are dual in nature – internal and external. By giving an overview of the 
PA’s current set of capabilities and force structure design, it can be gauged 
what and to what extent the PA should adjust in its planning to adapt to the 
exigencies of future warfare. 

The PA is currently guided by the PA Medium Term Capability Development 
Plan (MTCDP) 2020-2025 in addressing capability gaps on internal and 
external defense. It was crafted in consideration of national policies, guidance 
from the higher headquarters, PA strategies, and assessment of the readiness 
condition of the PA’s warfighting functions. The MTCDP has identified 1976 
core warfighting functions to address current threats. Most of these capabilities 
are mission and partially mission capable except for Electronic Warfare (EW), 
Night Fighting, and Information Operations (IO), which remain at an R4 
rating (i.e., not mission capable). 

Capability and force structure are intrinsically linked because a capability 
required by a strategy must be assigned to a specific segment of the force.77 

74  Weichong Ong, “The Rise of Hybrid Actors in the Asia Pacific,” The Pacific Review, Vol. 31, Issue 6 (2019).
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While capability is a function of preparedness in personnel, equipment, 
training, and sustainment to achieve desired effects in an anticipated 
operational environment,78 force structure is the “external manifestation or 
concretization” of capabilities.79 The PA’s force structure underwent significant 
transformations starting 2013 in line with the AFP Modernization Program 
and other capability development efforts.80 In 2017, significant changes 
were instituted when the force design shifted to being “mission-focused 
and modular” and organized according to functional commands,81 ground 
operating units,82 specialized enablers,83 and service support units.84  

 

With these imperatives from the Higher Headquarters, the PA is continuously 
making adjustments in its force structure until 2028 to achieve the following 
force characteristics85: responsive to the operational environment, quickly and 
rapidly deployable, quick to make transitions, and accommodate changes to 
have sustained military operations, dynamically employs lethal and non-lethal, 
destructive and suppressive effects, provides maximum possible protection to 
soldiers, and entail the continuous, uninterrupted provision of logistical support. 

78  Department of National Defense, DND Circular Series of 2011.
79  Leander, “Fundamental Considerations in Force Structure Development,” 38.
80  Office of the Assistant Chief of Staff for Plans, G5, Philippine Army Future Force Structure, Philippine Army, Fort 
Bonifacio, Taguig City.
81  The Functional Commands consist of the Training and Doctrine Command (TRADOC), Army Support Command 
(ASCOM), Army Reserve Command (ARESCOM), and the Installation Management Command (IMCOM).
82  The Ground Operating Units consist of 1 Brigade Combat Team (BCT), 11 Infantry Divisions (INF DIV), 6 Engineering 
Brigades (ENGR BDE), and an Armor Division.
83  The Specialized Enablers are composed of the First Scout Ranger Regiment (FSRR), Special Forces Regiment 
(Airborne) (SFRA), Light Reaction Regiment (LRR), Army Signal Regiment (ASR), Civil-Military Operations Regiment 
(CMOR), Army Intelligence Regiment (AIR), Army Artillery Regiment (AAR), and the Army Aviation Regiment (AVN 
REGIMENT)
84  Previously, the PA Force Structure was organized according to Combat Units, Combat Support and Service Support 
Units, and Force Generation Units.
85  G5, Philippine Army Future Force Structure.

Figure 2: PA Current Force Structure

Meanwhile, the PA continues to leverage its International Defense and 
Security Engagements (IDSE) with over 20 countries to augment capability 
development efforts (through the exchange of Tactics, Techniques, and 
Procedures or TTPs and best practices) and build confidence to contribute 
to crisis mitigation and resolution. Among the engagements conducted are 
large-scale exercises with selected countries, small-scale training, high-level 
dialogues, information exchanges, exchange visits, foreign schooling, and peace 
support operations. An assessment of IDSE starting 2017 to present revealed 
that the capabilities which have mostly been targeted include Urban Warfare, 
Intelligence, Disaster Response, Maneuver, Civil-Military Operations (CMO), 
Command, Control, Communications, Computers, Intelligence, Surveillance, 
Target Acquisition, and Reconnaissance (C4ISTAR), Explosive Ordnance 
Disposal (EOD), Chemical, Biological, Radiological, and Nuclear (CBRN), and 
Fire Support. Several IDSE-targeted Air Defense (AD) and EW capabilities 
not addressed include Night Fighting and IO – capabilities whose readiness 
condition remains at R4.

The United States Army continues to be the Philippines’ top security partner 
in terms of the number, scope, and scale of engagements. US-sponsored 
education and training programs, as well as bilateral exercises here and abroad 
sharpen professional and warfighting competencies and enable personnel 
skills development. For instance, through training and exchanges with the 
US Army, the Philippines’ Cyber platoon, CBRN platoon, and the 1st Brigade 
Combat Team (BCT) were organized. Moreover, while the country has sought 
to diversify its source of arms and equipment, the Philippines is a recipient of 
wide-ranging US military assistance programs.86 The Philippines also continues 
to receive US technical support to counterterrorism operations in Mindanao 
and ISR and situational awareness operations in the WPS. Lastly, logistics 
support, including facility construction (e.g., Enhanced Defense Cooperation 
Agreement or EDCA projects and Exercise-Related Constructions or ERC) to 
address short-term capability gaps is also one aspect of US security assistance.

Aside from the US, Australia is also one of the vital security partners of 
the Philippines. Both countries are the only ones that the AFP conducts 
large-scale, kinetic exercises with due to bilateral access agreements (Status 
of Forces Agreements) and other enabling agreements (e.g., Logistics Support 
Agreements). Australia has also provided important technical assistance and 
ISR capabilities during the Battle of Marawi.87 Furthermore, Australia’s Defence 
Cooperation Program also offers numerous slots for foreign schooling in 
Australia, paralleling America’s IMET (International Military Education and 
Training). 

86  These include Foreign Military Sales (FMS) program, Excess Defense Articles (EDA) program, Section 333 Train and 
Equip (Counterterrorism Enhancement) Program under the Building Partner Capacity program.
87  Peter Dean, “Entering the Goldilocks Zone? Strategic Inertia and New Opportunities in the Australia-Philippines 
Relationship” in “Strategic Insight Volume 1” (Quezon City: Asia Pacific Pathways to Progress Foundation Inc, 2019).
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Recent examples of hybrid threats have shown that they have moved to 
new domains of warfare such as cyber, information and space, and have 
significantly closed the gap in capabilities between state forces.88 For instance, 
Hezbollah operated across various IO and conducted electronic and cyber-
attacks against Israelis.89 Ukrainian rebels were also equipped with man-
portable air-defense systems (MANPADs), large surface-to-air missiles 
(SAM), electronic jamming capabilities, unmanned aerial vehicles (UAVs), 
and encrypted communications systems.90 Hamas, Hezbollah, and IS are 
currently in possession of commercially available, cheap, unsophisticated 
drones.91 These can prove to be destructive and incite mass panic when 
employed in large numbers and used to field an autonomous swarm equipped 
with explosives, as well as chemical and biological agents.92 Similarly, and as 
previously discussed in previous chapters, among the hybrid capabilities and 
gray zone tactics being employed are IW, specifically the spread of propaganda 
and disinformation, cyber disruption and destabilization, interference in 
domestic affairs (e.g., elections), and the use of ambiguous forces to exploit 
vulnerabilities. These capabilities have been used to shape the environment to 
facilitate conventional military intervention93 , and it is expected that the use 
of these tactics will continue as shaping instruments to create the conditions 
for such. 

Hybrid threats are multi-modal threats that command the application of 
full-spectrum capabilities. However, the cyber and information domains are 
two critical domains that the PA needs to focus on, considering that there 
are currently no capability development programs that cater to IO and EW.94 
Moreover, the PA has yet to build its capabilities in Cyber Warfare, EW, AD 
(to enhance the Army’s capabilities to combat enemy airstrikes), and Counter-
Swarm Operations, as well as upgrade its capabilities on C4ISTAR, CBRN, 
and EOD.95 Nonetheless, the shift to a modular force design to enable flexible, 
adaptable, integrated, agile, and responsive force structure is a promising 
development in terms of force structure planning. Further, the PA may 
leverage its alliance with the US and emerging partnership with Australia – 
both of which are also increasingly concerned with the use of hybrid and gray 
zone tactics – to address these capabilities and conduct joint exercises around 
a mutually relevant hybrid threat scenario to test the ability to respond to 
hybrid threats below the threshold of war. Foreign military schooling should 
also be continued to improve the skill set officers.

88  Douglas A Ollivant, “The Future of Conflict: Hybrid Threats and Next Generation Warfare” in Preparing for the 
Future: Capacitating the Land Force Against the Challenges of Hybrid Threats (Taguig City: Philippine Army, 2019), 10.

89  Ollivant, The Future of Conflict, 10.  
90  Ollivant, The Future of Conflict, 10.  
91  “Counter-Swarm: A Guide to Defeating Robotic Swarms,” War on the Rocks, accessed December 7, 2020, https://
warontherocks.com/2015/03/counter-swarm-a-guide-to-defeating-robotic-swarms/.
92  “Counter-Swarm.” 
93  Scott Moreland, “Mission Organised Constructs to Counter Hybrid Threats,” in Hybrid Threats and Asymmetric 
Warfare: What to Do? (Sweden: Swedish Defence University, 2018).
94  Office of the Assistant Chief of Staff for Plans, G5, Medium-Term Capability Development Plan 2022-2028, Philippine 
Army, Fort Bonifacio, Taguig City. 
95  G5, MTCDP 2022-2028.  

V. Conclusion and Recommendation

Today’s security environment, dominated by hybrid threats, shows that a 
more seamless approach to deterrence is required to address the phenomenon 
of hybrid elements discussed in previous chapters. Ideally, such a shift to 
HW would evince a broader understanding of the threats. Because hybrid 
activities combine legitimate, undesirable, and illegal actions without the 
intention of going to full-scale war with their targets – but, rather, to avoid 
it and intentionally blur the line between war and peace – the spectrum of 
conflict is much wider that this study weighs the capabilities of PA for guiding 
interpretations of hybrid actions and possible responses.

This paper started off by asking how the PA can practically learn from the 
latest developments in technology that gave rise to a hybrid of conflict and 
went on elaborating ways and capabilities to prevent and respond to hybrid 
threats. As a result, the changing understanding of warfare also amalgamates 
the role of power in both military and civilian spheres. It seems that civil and 
military components need to be better integrated when it comes to countering 
hybrid threats.

Closing the five priority manuals (National Defense Strategy (NDS), 
National Military Strategy (NMS), JOC, MTCDP, and Future Force Structure) 
will require several cross-cutting changes to PA policies, capabilities, and 
resources. The PA should prioritize key capability investments, such as 
enabling all lines of effort through coalition building with allies leveraging 
a series of partnerships. It leads to NATO's “prepare, deter, and defend”96 
– a robust framework for the development of a counter-hybrid toolkit that 
also acknowledged the primacy of nations in countering hybrid actions, as 
well as the role of the broader international community. One major step was 
enhancing its capabilities in today’s modern warfare and adaptability to the 
evolving security threats. The creation of the Joint Operating Concept (JOC), 
which included a clear blueprint dealing with hybrid threats, marked a major 
step forward in providing the PA with a better capability to “connect the dots” 
as JOC intends to prescribe the employment of the Joint Force in a projected 
future operating environment,97 guide the capability development of an 
integrated and interoperable force,98 and guide the development of subordinate 
joint operating and functional concepts, service operating concepts, and 
inter-service operating concepts.99 Realizing that hybrid threats were both 
internal and external in nature, there needs to be a concerted endeavor to seek 
strategic response in which the PA responded accordingly with the crafting 

96  Clare Roberts and Michael Rühle, The Alliance Five Years after Crimea: Implementing the Wales Summit Pledges, 
(Rome: NATO Defense College, 2019), 62.
97  Office of the Deputy Chief of Staff for Plans, J5, Armed Forces of the Philippines Joint Operating Concept (Quezon 
City: Armed Forces of the Philippines, 2019), 22.
98  J5, AFP JOC, 22.
99  J5, AFP JOC, 22.

https://warontherocks.com/2015/03/counter-swarm-a-guide-to-defeating-robotic-swarms/
https://warontherocks.com/2015/03/counter-swarm-a-guide-to-defeating-robotic-swarms/


26      President’s Papers: The Future of Philippine Warfare Vol I            27

The Future of Philippine Land Warfare

of a MTCDP 2022-2028 for the PA’s modernization, and the formation of a 
Future Force Structure specifically designed to operate in the future operating 
environment and against future threats. Based on these initiatives, the PA has 
clearly emerged as a more credible actor in the sphere of internal and external 
security and responding to hybrid threats.

As has been suggested, the implications of a hybrid approach to conflict 
are wide-ranging and cut across concepts, capability aspects, legal matters, 
and operational innovation. To wit, military historians have pointed out 
that this approach to warfare was nothing new, and that all wars included 
hybrid elements. Equally, scholars have argued that many of the hallmarks 
of HW, including subversion, cyber and IW, and economic coercion, were 
central elements of modern warfare. The PA should broaden its definition of 
hybrid threats that meaningfully address both economic and political tools of 
interference. It should expand its own analytic capacities in this area and draw 
on key partners to contribute information and analysis of economic coercion 
and malign information. At the same time, the PA must align the applicability 
of its intelligence and warning efforts alongside improvements in technology.

While the international community’s response to hybrid threats has 
improved over the past years, more preparation is needed for the PA to 
effectively counter adversaries using hybrid actions and face a hybrid threat 
as a whole. As hybrid threats intensify for the foreseeable future, including in 
the aftermath of the coronavirus crisis, competing in the gray zone to counter 
hybrid threats presents a new challenge but will likely follow three broad steps: 
1) detecting hybrid threats, 2) deterring hybrid aggressors, and 3) responding 
to hybrid attacks. Absolutely crucial are the capabilities and provision of PA 
resources needed for their gathering. Its capabilities of countering hybrid 
threats should provide an opportunity for deterrence operations and effective 
response in case any threats occur.

Going forward, the potential strategic implications of hybrid threats 
increase the need for an improved coordination across levers of power, 
determining what capabilities and preparation are required to deter hybrid 
threats, and a careful assessment of what constitutes the most likely and the 
most critical threats to the nation and its interests.
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ABSTRACT

Philippine air warfare has generally focused on internal security operations 
and counter insurgency, with the PAF fighting entities that are incapable of 
fielding their own air force. In recent years, a combination of geopolitical shifts 
and the push for military modernization has underlined the importance of 
external air defense to secure national security and development. Predicting 
the future has always been a herculean task but its importance to military 
planning cannot be understated. Hence, the study aims to answer the relevant 
questions pertaining to the future of air warfare in the country in order to 
aid the formulation of national policies and future capability development. 
By identifying key trends and how it relates to the strategic environment, the 
study provides possible expectations for the future of air warfare in the country 
in the next 10 years. It utilizes different archetypes of conflict (insurgency 
and terrorism, gray-zone tactics, conventional warfare, cyber warfare, and 
the growing CBRNE threat in the region) as the primary divisions of key 
trends to recognize future conflicts and the possibilities that it entails. The 
probability of conflict is ever present and if the occurrence of such happens, 
then the limited capabilities of the PAF will push it to operational exhaustion 
and war-chests for procurement will be expended to cater to sustainment of 
operations. The study suggests that the possibility of conflict to arise exists in 
a volatile, uncertain, complex, and ambiguous environment but possible steps 
can overcome these limitations.

 

The Future of Philippine Air Warfare

I. Introduction

Air power refers to the ability to project power or influence through 
exploitation of air, space, and cyberspace to achieve objectives.100 With air 
power being the principal responsibility and domain of the PAF, its mission 
is to conduct prompt and sustained air operations to accomplish the AFP 
mission.

Air warfare in the Philippines dates back to World War II when the 
Japanese attacked then American-occupied Philippines. The first baptism of 
fire against Filipinos occurred on 10 December 1941 when the Japanese raided 
the Zamblan Field at Camp Murphy (now Camp Aguinaldo. Then Philippine 
Army Air Corps (PAAC, now Philippine Air Force) found itself unprepared 
for the Imperial Japanese invading forces.101 After the war, the PAAC was 
reconstituted and intensive pilot training immediately ensued. With the 
issued Executive Order 94 of then President Manuel A. Roxas on 01 July 1947, 
the PAAC which was renamed as the Philippine Air Force rose as a major 
service command of the AFP along with the Naval Patrol.  Since its inception 
as the PAF, its early years focused on internal security operations with the 
proliferation of insurgencies in the country such as the AFP operations against 
the Huk and Kamlon campaigns.  

Moreover, the PAF adapted to the changes brought by the 20th century. 
This is evident as the PAF, though the Air Force Research and Development 
Center, boasted its prototype aircraft as swell as vital equipment and supplies 
in 1974 – an effort geared towards the Self-Reliant Defense Posture. Through 
the years, the PAF has reinvented itself. This is highly evident in the acquisition 
of assets in the 1995 Modernization Program such as the additional F-5As, 
S-211, OV-10, MD-520MG, and SF-260TP and other essential materiel. 
Additionally, it maintained a steady pool of competent and professional 
pilots and human resources that will man and maintain these assets, and it 
reorganized the structure of the Command and its units/office to satisfy the 
mission requirements. 

The Philippine strategic culture has focused on internal security through 
asymmetrical warfare against insurgents and terrorists.102 This has led to 
a lethargic external defense capability, as the country relied on its allies, 
specifically the US to supplement its needs regarding that aspect of national 
security. De Castro emphasized that this is a product of the Philippines' long 

100  Volume 1 Basic Doctrine of the United States Air Force, Maxwell Air Force Base, 2015, Chapter II, p. 1
101  Air Force Public Affairs Office, “The Early Philippine Military Aviation (1917-1945),” Philippine Air Force, December 
5, 2020. 
102  Renato De Castro, "Philippine Strategic Culture: Continuity in the Face of Changing Regional Dynamics," 
Contemporary Security Policy 35, no. 2 (2014): xx, https://doi.org/10.1080/13523260.2014.927673.
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history of colonial governance in which it relied on foreign powers to defend 
itself in case of invasion.103 But the disparity in external defense capabilities 
soon became evident as China’s aggression grew towards the region. Since 
the incident in 2009, the past and current administration has catered towards 
the need to upgrade our military, specifically the air force and navy. With 
the responsibility of the PAF to build on the capability for internal security 
and territorial defense, the range of operations widened, notwithstanding its 
support role for humanitarian and disaster response and VIP transport. Thus, 
the Command has crafted the Integrated Air Operations Concept (IAOC), a 
concept geared to synchronize all operations as part of a joint, inter-agency, 
or multinational force, or independently in support of national security 
objectives.

According to Executive Order 292 or the Revised Administrative Code 
of the Philippines, the PAF shall be responsible for the air defense of the 
Philippines. Yet, with the considerable archipelagic nature of the country, 
policymakers deemed it fit for military capabilities to be used for operations 
more than air defense. This places a toll on the operational readiness of our 
aircraft and personnel.

Objectives of the Study

This study aims to theorize the Philippine Air Force perspective on the 
future of Philippine warfare – its nature, conduct, and evolution. Further, 
this paper aims to contribute to future policy formulations and to the review, 
refocusing, and restructuring of the modernization and transformation 
programs of the PAF and the AFP. 

Specifically, this paper aims to: 
Contribute to the global discourse on warfare and its changing character 

through theories of warfare cognizant of the Philippine context and strategic 
environment.

1. Help fill the gap in Philippine literature regarding military planning 
and operations.

2. Identify current and emerging security issues which have significant 
impact on the Philippine defense and security and to the air operations 
of the Philippine Air Force.
3. Analyze the current capabilities of the PAF and recommend 
how the PAF will fight its battles in the aerial domain in the next 10 
years.

103  Ibid.

Problem Statement

This study aims to provide answers on the future of Philippine air warfare. 
The researchers included in this study the key state and non-state actors that 
will ultimately shape the security environment of the Philippines in the next 
ten (10) years. Further, through the capacity of the researchers and the credible 
data collected, this paper will also provide a narrative on the readiness of the 
PAF in responding to the said threats.

Scope and Limitation

This study will focus on the future of Philippine Warfare in the context of 
the Philippine Air Force. The limitations of this study revolve on the context 
of the Air Force and not so much on how it will play a contributory role in a 
joint environment. Getting the availability of resource people became difficult 
with the pandemic. Gathering of internal data on the PAF was also a challenge 
as some documents and information are confidential in nature. The study was 
not able to look deep into the doctrinal, organizational, training, leadership, 
and facilities part of the PAF.  

II. Framework of the Study

For this study, this paper will adapt a Capabilities Analysis 
Methodology commonly used by the US Army.104 The framework to be 
followed will take on three phases, (1) First is the analysis of missions and 
the threats or battles the PAF must prepare for. The chosen threats are the 
perceived series of operations that may have a critical effect on the Air Force 
or the country. (2) Second, assess capabilities based on their ability to address 
gaps and meet mission requirements for operations.

104  Wagner, Michael P., Lawrence H. O'Brien, and Howard Clark. “Methodology for Conducting Analyses of Army 
Capabilities,” Defense Technical Information Center, June 1992. https://apps.dtic.mil/dtic/tr/fulltext/u2/a253296.pdf. 

Figure 1. Simplified Capabilities Analysis Framework
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This research will attempt to look and assess the personnel and materiel 
capabilities of the PAF as referenced to the identified threats and trends of 
future warfare. (3) Lastly, identify the capability enhancement necessary for 
the PAF in the next 10 years. This paper will also try to answer the question 
of how can the PAF develop credible defense despite the unbalanced power 
distribution in the Major Services.

III. Analysis on the Missions of the PAF

In this first part of the study, there will be an identification of critical 
missions based on current operations of the PAF and derived from the more 
pressing threats and trends arising today. The missions will be divided into 
two: current missions and arising threats. As these missions are identified, 
scenarios will be given as well to determine the function and responsibility of 
the PAF to support the analysis in the next parts. 

Current Missions of the PAF

Insurgency and Terrorism

Since 1969, communist insurgency has been one of the longstanding 
threats towards internal security. Fighting the CPP-NPA has elevated the 
experience of the AFP against guerilla warfare.  After decades-long of fighting, 
the threat has seemingly subsided, but the threat of Islamic extremist and 
terrorism borne out of it is still present. This is highly evident with the recent 
Zamboanga and Marawi siege in 2013 and 2017 respectively, and recent 
reports of bombing incidents especially in Mindanao. The urban terrain in 
which the fighting took place provided some difficulty for the AFP and PAF 
but eventually through collective experience, counter measures and tactics 
were applied that ultimately led to victory.

At present, the Islamic terrorists are believed to be taking advantage of the 
pandemic in recruiting and spreading violent extremism ideology in the country 
especially in rural areas affected by the lockdown.105 Similar to the tactics used 
by communist terrorists, these extremist groups capitalize on the negative 
experiences and grievances of the people which would most likely be able to 
increase the numbers to be recruited. Another possible threat is hostage taking, 
with groups suchas the Abu Sayyaf peddling their long history of kidnapping in 
Mindanao. Lastly for the greatest fear and worst-case scenario is that a terrorist 
group actually managed to control a substantial part of a city with Marawi in 
2017. The decisive goal of the AFP in ending communist insurgencies resulted 
in the neglect of the country’s external defense capabilities. Its effects were 
enormously felt with the rise of China and its ‘island chains strategy.

105  Bog Sarmiento, . ISIS thrives in Covid-19 shadows in the Philippines.  2020.Retrieved from https://asiatimes.
com/2020/05/isis-thrives-in-covid-19-shadows-in-philippines/

Conventional Warfare

The geopolitical situation in the Asia-Pacific affirms the notion that the 
present is “an age of uncertainty”.106  Fueled by their economic growth, 
China has ascended as a dominant military force in the region, while the US 
approach has put doubts towards their commitment into their regional allies. 
All this uncertainty has led to states across the region preparing themselves to 
keep Chinese aggression in check, each country ‘s air force would play a vital 
role in case of possible escalation and conflict. China’s rise has consequently 
enabled them to field an extremely capable air force to utilize in achieving 
their geopolitical goals. Many observers believe that they are strengthening 
their “A2/AD” (Anti Access, Area Denial) capability with the goal of having 
extended military reach and denying freedom of movement towards 
prospective enemies.107  

All a while the Chinese People’s Liberation Army Air Force (PLAAF) is 
managing to project power in the region through shows of force and nuclear 
attack capability simulations. 108   The PLAAF has taken a bigger role in 
China’s military diplomacy as it conducted “a series of aggressive shows of 
force” within proximity to Taiwan with Chinese J-10 and J-11 fighters, J-16 
fighter bombers, and H-6 medium-range bombers crossing the midline of 
the Formosa strait.109  The H-6 recently made headlines when China released 
a simulation video showing the nuclear capable medium range bomber 
carrying out an attack of what appeared to be Andersen Air Force Base on the 
island of Guam. The PLAAF also experienced a breakthrough in expanding 
their military reach in the South China Sea. Through operation “Thunderbolt 
Eagle”, a Su-30 fighter jet loaded with provisions managed to complete a 10-
hour armed patrol mission in the region establishing a new benchmark in 
long-range strike mission capability for the PLAAF.110  All of these affirms that 
China has an incredible conventional warmaking capacity in the region and 
that it's growing stronger by the day.

Threats Faced by the PAF

Gray Zone Operations China. The United States is entering a period 
of intensifying strategic competition with Russia and China. U.S. officials 

106  Evelyn Goh, "The Asia Pacific’s “Age of Uncertainty”: Great Power Competition, Globalisation and the Economic-
Security Nexus," S. Rajaratnam School of International Studies, WP330 (2020):
107   Stephen Biddle and Ivan Oelrich, "Future of Warfare in the Western Pacific: China's Anti Access / Air Denial, 
US AirSea Battle and Command and Commons in the East Asia," International Security 41 (2016): xx, doi:10.1162/
ISEC_a_00249.

108  Reuters Staff, "China Air Force Video Appears to Show Simulated Attack on U.S. Base on Guam," U.S, last modified 
September 21, 2020, https://www.reuters.com/article/us-china-usa-security-idUSKCN26C0EI.
109  Dean Cheng, "As It Gains Strength and Prestige, China’s Air Force Increasingly Takes Center Stage," The Heritage 
Foundation, last modified 2020, https://www.heritage.org/asia/commentary/it-gains-strength-and-prestige-chinas-
air-force-increasingly-takes-center-stage.
110  Dave Makichuk, "China on Target with Long-range Fighter Mission," Asia Times, last modified August 8, 2020, 
https://asiatimes.com/2020/08/pla-fighter-jet-sets-south-china-sea-patrol-mark/.
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expect this competition to be played out primarily below the threshold 
of armed conflict, in what is sometimes termed as the gray zone between 
peace and war.  With China asserting full efforts to claim the contested 
West Philippine Sea, gray zone tactics is still evidently experienced by other 
claimant countries like the Philippines. Accordingly, reports have shown 
various incidents of harassment and standoffs perpetuated by the Chinese 
Coast Guard and maritime militia vessels towards Filipino fishermen and 
Philippine maritime law enforcers conducting patrols. Relatedly, the PAF 
also experienced multiple harassment during legitimate maritime patrols 
over the said islands which China deemed as ‘provocative acts.’ Aside from 
China’s increased military presence or the ‘cabbage strategy’, RAND has 
also cited that threats on Filipino economic, legal, administrative, and cyber 
interests were also targeted by China.

The ground for China was laid especially with the Duterte administration 
warming up to them in exchange of investments and loan grants specially to 
fund various government projects such as the Build, Build, Build Program. 
This was deemed successful now that the Philippines entered into an 
agreement allowing the said telco inside Philippine military camps. Since the 
United Nations Arbitral Tribunal Ruling that invalidated China’s nine-dash 
line which claimed almost the entire South China Sea, no activities especially 
in the Philippine military were undertaken under the Duterte administration 
to give teeth to the said ruling. 

North Korea. Two years after the Inter-Korean Summit which aimed to 
improve North-South Korea relations and denuclearize North Korea, tensions 
are once again rapidly escalating. In June 2020, North Korea destroyed an 
inter-Korea liaison office on its side of the border111  and  on September 22, 
a North Korean soldier shot and killed a South Korean in the waters south 
of Yeonpyeong, North Korea. These recent incidents have destroyed both 
countries' progress in attempting to reconcile.

Despite the improved Philippine-North Korea relations after the Cold 
War, it is still quite on thin ice with the fact that the Philippines fought 
alongside the South during the Korean War. With the volatile situation in the 
Peninsula, if another all-out war against the two will arise, maintenance of 
the procured FA-50PH from South Korea will be greatly affected. Further, 
training, and professional military education of Filipino soldiers, especially 
for the airmen and pilots of the fighter aircraft will be interrupted as well. 
With things uncertain in the Korean Peninsula, it is best for the PAF and the 
whole of the AFP to look for possible alternatives for whatever connections it 

111  Kanga Kong and Jeongho Lee, “Kim Jong Un Destroys Joint Korea Office in Rebuke to Seoul,” Bloomberg, June 16, 
2020. https://www.bloomberg.com/news/articles/2020-06-16/north-korea-appears-to-destroy-inter-korea-office-
yonhap-says

has with the South Korean military and defense industries so as to not hamper 
modernization, maintenance, and training.

Cyber warfare 

Technology has always been affecting the ever-changing character of 
warfare and foundations of military power. Since air power has always been 
a coveted capability112 and with aviation technology advances and becoming 
more sophisticated, air forces are now slowly integrating the most advanced 
products of science and technology in its arsenal. This includes autonomous 
and automated capabilities that will surely define the future battles such as 
artificial intelligence (AI). With cyberwar being a rapidly developing capability, 
it is highly projected that militaries and private industries in the future will 
incorporate AI that is capable of undertaking tasks and missions on their own. 
Accordingly, Professor Sanu Kainikara argued that in the immediate to near-
term future, within about 15 years from the time AI is fully accepted into 
the ‘observe, orient, decide, act’ loop in the application of air power, human-
machine integration, target recognition and targeting, airspace management, 
as well as combat search and rescue operations are four of the major changes 
that are most likely to take place. 

Meanwhile, cyberwarfare has been relevant for the past few years. Defined 
as the use of digital attacks to attack a country, causing substantial damage 
to the enemy and or disrupting their vital computer systems.113 In other 
words cyberwarfare capability is hacking the enemy’s computer system and 
possibly causing physical damage. The Philippines has already experienced 
a cyber-attack. In 2016, cybersecurity firm F-Secure Labs, found a malware, 
NanHaiShu, targeting the Philippine Department of Justice.114 They traced it 
to a Chinese IP address leading to questions of China’s culpability. This is an 
alarming trend, the ability of foreign countries to hack our secured lines is 
disrupting especially recently when China has expressed great interest over 
the country’s telecommunication industry through its state-owned telecom 
company called DITO. And despite the assurance from the AFP that ISP is 
safe, the agreement allowing that telco inside Philippine military camps will 
still cause doubts.

The potential of AI technology in cyberwarfare has substantially increased 
in the past year. With the new developments, hackers are weaponizing artificial 
intelligence. Security systems are being bypassed with the use of AI along with 

112   Kainikara, Sanu. The Future Relevance of Smaller Air Forces. Tuggeranong, A.C.T.: Air Power Development Centre, 
2009
113  Peter W. Singer and Allan Friedman, Cybersecurity and Cyberwar: What Everyone Needs to Know (New York: 
Oxford University Press, 2014),
114  F-Secure Lab, NANHAISHU: RATing the South China Sea, (Malware Analysis White Paper, 2016), https://blog-
assets.f-secure.com/wp-content/uploads/2019/10/15163422/NanHaiShu.pdf.
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OCR to self-learning malware. And although it’s just being used to commit 
cybercrime at the moment, it's valuable military potential is undeniable.115

 
Moreover, with the proven worth and effectiveness of UCAVs on ISR and 

airstrike missions, a heated debate on manned versus unmanned combat 
aerial vehicles began.  With such, defense companies and various armed 
forces have looked into bringing UCAV to the forefront of the modern fleet of 
military aircraft. Further, worldwide spending for research and development 
and procurement of armed UAVs or UCAVs is projected to rise in the coming 
years.116 This trend is certain to continue as UCAVs are seen to provide an 
improved aerodynamics with an increased range, speed, and loiter capability 
compared to manned aircraft. The new uninhabited aircraft ideas — whether 
low-cost, attritable wingmen to manned or unmanned platforms, in swarms, 
or as stealthier designs that fly alone — are gaining traction in the era of great 
power competition. Currently, there are a small number of countries that are 
trying to pave the way to operationalize UCAVs such as the U.S., Afghanistan, 
Iraq, Great Britain, China, Russia, Israel, India, UAE, and Iran.

In this day and age where communications and data exchange and storage 
in the Philippines are digitized, it is with no doubt that the PAF is highly 
to become a primary target of hacking, cyber espionage, and sabotage by 
countries and institutions capable of doing it. Recognizing these threats, the 
PAF is now taking its first step on this matter by integrating communications 
across all of its platforms, which is seen to provide secure, and in near real-
time, common operational picture through voice, video, and data.117  In spite 
of this, there is so much more to do. For example, the PAF should identify 
vulnerabilities and glitches in all of its systems, and further intensify security 
for ground to aircraft communications. In order to do this, the PAF should beef 
up its cyber and network defense capabilities by investing in both technology 
and human resources. For technology, the PAF must look into the country’s 
cyber competencies and how it would utilize it for the greater benefit of 
operations. It must also invest on professional and highly skilled technology 
experts that will serve as the backbone of this effort. At the same time, the 
PAF should strengthen its collaboration with international organizations and 
forge partnership with public and private institutions in order to deepen its 
knowledge on cybersecurity.

115  Tech HQ, "How Hackers Are Weaponizing Artificial Intelligence," TechHQ, last modified September 9, 2020, 
https://techhq.com/2020/09/how-hackers-are-weaponizing-artificial-intelligence/.
116  Davis, Lynn E., Michael J. McNerney, James Chow, Thomas Hamilton, Sarah Harting, and Daniel Byman. Armed 
and Dangerous?: UAVs and U.S. Security. RAND Corporation, 2014. Accessed December 7, 2020. http://www.jstor.org/
stable/10.7249/j.ctt6wq880.
117  paf.mil.ph. 2020. Lead One Today. [online] Available at: <https://www.paf.mil.ph/sites/default/files/Publications/
Tab%20B%20-%20LEAD%20ONE%20TODAY%20%28Issue%20No.%201%29_0-compressed.pdf> [Accessed 8 
December 2020].

CBRNE Defense

Chemical, Biological, Radiological, Nuclear, and High-Yield Explosives 
(CBRNE) defense is the set of protective measures taken against chemical, 
biological, radiological and nuclear threats. It deals with hazardous materials, 
attacks that are intentional and malicious using those dangerous materials. 
Among all these threats, nuclear has the military and political value with 
nuclear armed warheads being staple arms of world powers for years. When 
the Cold War ended and the United States drastically reduced its nuclear 
stockpile, their nuclear weapons policy has focused on stemming proliferation 
to countries such as Iran and North Korea, and prominent figures have even 
called for abolishing nuclear weapons altogether.118 However, with the race 
to usurp the US as the world superpower especially with China seeking 
“ascendency, first over Asia and ultimately beyond” and Russia wanting to 
“upend the post-Cold War status quo in Europe,”119 militaries have leveled 
up their capabilities. In addition, modern and lethal nuclear capabilities are 
included as key to fight and subsequently attain their own objectives.

According to a survey conducted in January 2018 by the World Economic 
Forum, 1,000 leaders from various sectors have identified nuclear war as a top 
threat. The widespread concern is understandable as the looming geopolitical 
relations among nuclear-armed countries such as that of the US with China, 
Russia, and North Korea as well as India-Pakistan are on the horizon. Despite 
the global effort to prohibit nuclear weapons through the United Nations 
Treaty on the Prohibition of Nuclear Weapons, the imminent threat of having 
a nuclear war is still on the hooks as nuclear-armed countries did not sign the 
treaty. Additionally, while some of the nuclear-armed countries are reducing 
their nuclear weapons in their arsenal, neither has seriously pushed to 
completely eradicate it. According to BBC News, as of January 2020, around 
14,000 nuclear weapons in the world are still part of the arsenal of nuclear 
weapon states.120

IV. Assessing the Capabilities of the PAF 

With the provided scenarios on current missions and potential threats 
and trends above, the task now is to assess the capabilities of the PAF. The 
paper will interpret the possible role, function or responsibility of the Air 
Force based on the given scenarios. This will help identify the capability and 
operability gaps and thus provide a general idea of the readiness of the PAF if 
faced with such challenges.

 

118  Elbridge Colby, “If You Want Peace, Prepare for Nuclear War,” Foreign Affairs, January 28, 2019. https://www.
foreignaffairs.com/articles/china/2018-10-15/if-you-want-peace-prepare-nuclear-war
119  Ibid.
120  BBC News. 2020. Nuclear Weapons: Which Countries Have Them And How Many Are There?. [online] Available at: 
<https://www.bbc.com/news/newsbeat-51091897> [Accessed 8 December 2020].
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Current Missions
 
The current missions of the PAF are operated under its core systems which 

includes Integrated Air Defense System (IADS), Search and Rescue System 
(SRS), Surface Strike System (SSS), Mobility Support System (MSS), and 
Intelligence, Surveillance and Reconnaissance System (ISRS). This paper will 
also attempt to use the elements needed for these systems as an indicator 
of the readiness of the PAF. In this context, the paper will only revolve on 
two current missions which form part of future warfare: (1) Insurgency and 
Terrorism, and (2) Conventional Warfare.

Capabilities to Address Insurgency and Terrorism

The possibilities under the threat of insurgency and terrorism were 
discussed above, but considerations must be made that actions of certain rebel 
groups are not always just hostage taking and attacking a city. The function 
or task of the PAF is dependent on the need of ground forces, but if we take 
the narrative of Marawi and if the attack on a certain city is full-blown, the 
PAF becomes an important player in engaging the enemy through providing 
heavy firepower and mobility. The overall mission of the AFP then is to regain 
control of the city by employing the major services.

 
With the focus and shift of the PAF towards Internal Security Operations 

in the past decade, the PAF fared well in the operations in Marawi especially 
with the unprecedented arrival of the FA-50s in that same year. The PAF will 
be able to deliver surface strike, close air support, and artillery against enemy 
strongholds even in the next 10 years with the delivery of new Close Air 
Support aircraft. Extrication, insertion, and transport is also a strong asset 
of the PAF with new attack helicopters in the fleet. Other best practices such 
as ISR through oblique photography, special operations (K9, EOD) serve as 
the battle experience of the PAF for military operations in urbanized terrain. 
However, there is still a need to address issues such as the lack of Precision-
Guided Missiles and insufficient interoperability exercises with major services 
in the ground.

Capabilities to Address Conventional Warfare

The function of the PAF for this mission is to defend the Philippine borders 
and engage any threats incoming. However, and for the longest time, the 
Philippines has relied on its allies to supplement the gap in its external defense. 
Our alliance with the United States is the most prominent of all our military 
relations. With the geopolitical situation in the West Philippine Sea our 
alliances could also factor in how the AFP plans its defense posture. The US-

RP alliance has been tumultuous in the past few years, with calls of abrogation 
for the VFA being in play. Despite all of this, the importance of these relations 
has massive implications in the West Philippine Sea and against China. As 
identified earlier China is the biggest conventional warfare threat, and the 
worst-case scenario is engaging them in conventional warfare.

We can look at the difference of capabilities between the Philippines and 
China. Called by its NATO adversaries as the Firebird, the Chengdu J-10 
is China’s fastest operational jet with a maximum speed of Mach 2.2. Only 
350 of these J-10s were built but it is widely considered as China’s fastest and 
most popular fighter. In comparison with the Philippines’ FA-50, the J-10 is 
superior in terms of range, combat range, and maximum speed. The FA-50s 
range is at 1,851 km (1,150 mi, 999 nmi) compared to J-10's 3,200 km (2,000 
mi, 1,700 nmi). Whilst in terms of maximum speed the FA-50 is at Mach 1.5 
or 1,837.5 km/h (1,141.8 mph) compared to the J-10’s Mach 2.2 or 2,327 km/h 
(1,687 mph).

 
Moreover, the PAF stands to complete its IADS with the pending acquisition 

of Multi-Role Fighters in its Modernization horizon. The Radar Systems and 
Ground-Based Air Defense Systems are also still being completed possibly 
in the next 3-5 years from now. In conclusion, the PAF has little to no power 
against a frontal attack from China. The PAF’s forward operating bases also 
need to be equipped with additional rotor and fixed wing fleets for faster 
response time. 

Potential Threats Faced by PAF

Aside from the current missions of the PAF, defense and security 
administrators, academics, and decision makers are also aware of the growing 
threats that have been within the doorstep of the country. This paper will 
only tackle the capabilities of the PAF to address threats posed by gray zone 
operations, cyberwarfare, and threats posed under CBRNE. 

Capabilities to Address Gray Zone Operations 

The country’s status as an archipelagic country located in a fast-
changing security environment necessitates air power as it is the only military 
force that can reach greater distances in the shortest period of time. It is for 
that reason that the PAF should be capable of conducting round-the-clock 
maritime surveillance and, in the worst-case scenario, be able to provide 
maritime defense through airstrike. However, at the height of the West 
Philippine Sea issue in 2012 when Chinese maritime patrol vessels faced off 
with the Philippine Navy’s BRP Gregorio del Pilar at Bajo Masinloc, it was 
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only that time that the PAF transitioned and shifted its focus from ISO to 
territorial defense. This, unfortunately, became a challenge for the PAF as it 
lacked air defense and surveillance capabilities due to the decades of neglect 
to acquire capabilities. It was only on 14 August 2018 when the PAF finally got 
its proper maritime aircraft when it has retrofitted one C-130 into a maritime 
patrol aircraft using the SABIR System121, a donation from the United States.  

Despite this development, it is deemed that the PAF will only be able 
to fully conduct round-the-clock and joint maritime patrols with the PN once 
the long-range patrol aircraft (LRPA) and additional ISR platforms are added 
to the fleet. As of this writing, the PAF is yet to expect the completion of the 
LRPA Project which, unfortunately, a long-forgotten project that is originally 
part of the Horizon 1 of the AFP Modernization Program. With various air 
forces including stealth fighter jets into their arsenal, the PAf should not 
exclude the opportunities brought by stealth technologies that may be used 
for maritime patrol especially in the disputed West Philippine Sea. It is 
noteworthy to mention that the PAF always experiences provocative acts from 
China whenever it conducts maritime patrol over the said area. Investing on 
a stealth fighter aircraft that has impressive range, payload, and endurance 
may help the PAF delay detection from the PLA and subsequently be able to 
properly conduct maritime patrols over the WPS.
 

Capabilities to Address Cyber Warfare

In this day and age where communications and data exchange and storage 
in the Philippines are digitized, it is with no doubt that the PAF is highly 
to become a primary target of hacking, cyber espionage, and sabotage by 
countries and institutions capable of doing it. Recognizing these threats, the 
PAF is now taking its first step on this matter by integrating communications 
across all of its platforms, which is seen to provide secure, and in near real-
time, common operational picture through voice, video, and data.122  

In spite of this, there is so much more to do. For instance, the PAF should 
identify vulnerabilities and glitches in all of its systems, and further intensify 
security for ground to aircraft communications. In order to do this, the PAF 
should beef up its cyber and network defense capabilities by investing in both 
technology and human resources. Under technology, the PAF must look 
into the country’s cyber competencies and how it would utilize such for the 

121  Mangosing, F., 2020. PH Air Force Upgrades C-130 Into A Maritime Patrol
Aircraft. [online] INQUIRER.net.
https://globalnation.inquirer.net/169028/news-air-force-c-130-sabir-maritime-patrol-surveillance-galileo-kintanar-jr-
delfin-lorenzana-sung-kim>
[Accessed 8 December 2020].

122  AFPAO. 2020. Lead One Today. Accessed December 06, 2020. https://www.paf.mil.ph/sites/default/files/
Publications/Tab%20B%20-%20LEAD%20ONE%20TODAY%20%28Issue%20No.%201%29_0-compressed.pdf> 
[Accessed 8 December 2020. 

greater benefit of operations. In addition, with threats becoming executed 
remotely and digitally through AI, it is highly recommended that the PAF 
come up with a plan that seeks to integrate AI as part of the daily operations 
of the PAF particularly in ISR, logistics, command and control, UAVs, and 
countermeasures. 

It must also invest on professional and highly skilled technology experts and 
greatly empower the A-6 which serves as the backbone of communications 
electronics and information systems of the PAF. At the same time, the PAF 
should strengthen its collaboration with international organizations and 
forge partnership with public and private institutions in order to deepen its 
knowledge on cybersecurity.

Addressing CBRNE

The contestability of conventional threats can raise doubts in the minds 
of those targeted by conventional deterrence concerning the capability of 
the latter who is issuing deterrent threats to actually succeed.  By contrast, 
deterrent threats based on nuclear weapons are uncontestable.  The fact that 
nuclear threats are uncontestable does not guarantee that they are viewed as 
credible. The onset of war constitutes the failure of deterrence and a total and 
potentially catastrophic failure of deterrence as a strategy. The starting point 
for any deterrent strategy is capability.  Therefore, the likelihood of deterrence 
success increases if the opponent is aware that the party making a deterrent 
threat actually possesses the military capability to execute the threat. Further, 
credibility is a complicated issue. It seems related to the fact that nuclear and 
conventional threats rely on different capabilities.  On the other hand, it is 
influenced by pre-commitment to executing threats judges whether the threat 
is credible, that is, whether the threat would actually be executed in the event 
of deterrence failure.

The complex nature of CBRNE and its devastating consequences across 
borders make prevention and containment almost possible for one agency to 
accomplish. 123 This was proven to be a fact by the COVID-19 pandemic which 
made the most devastating effect on the public’s safety and national security. 
At present the Philippines is in possession of important capabilities in relation 
to CBRN risk management and risk mitigation. These include a combination 
of policies and planning, training, awareness raising, and investments in 
physical infrastructure and equipment. The gaps identified in the country’s 
CBRN security governance were the absence of a single agency of government 
in charge of CBRN governance including risk assessment, mitigation 
and management, lack of coordination among relevant stakeholders and 

123  Maria Leonora G. Tuibeo. , “Bridging the Gaps in the Philippine CBRN Security Governance for Homeland 
Strategy,” The Association of Police Training Institutions in Asia, 2019. Accessed on December 7, 2020 at https://apta.
website/54/?q=YToyOntzOjEyOiJrZXl3b3JkX3R5cGUiO3M6MzoiYWxsIjtzOjQ6InBhZ2UiO2k6MTt9&bmode=view&idx=
2764762&t=board
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inadequate regulatory frameworks.124 For its part, the AFP still needs to build 
the direction and standards for CRNE which the major services like the PAF 
can follow. This includes joint training with the respective CBRNE units and 
the medical service units of the major services to be able to provide educational 
proficiency among personnel and facilitate smooth interoperability during 
CBRNE threats. With the lessons brought by the COVID-19 pandemic, the 
PAF must enhance its capability to respond in preparation to the next CBRNE 
threats after the COVID-19.

V. Capability Enhancement: Next Step for the PAF
 

With the missions, function, and capabilities assessed, the next step is to 
envision the Air Force in the next ten years in preparing for the future of 
warfare. It is important also to address the issues that affect decision making 
for capability enhancement alongside the disparity of prioritization in the 
modernization of the services.

 
As reflected on Table 1, there are still a lot of platforms for the PAF that 

need to be acquired in order to be fully credible in defending the Philippines. 
124  Maria Leonora G. Tuibeo. , “Bridging the Gaps in the Philippine CBRN Security Governance for Homeland 
Strategy,” The Association of Police Training Institutions in Asia, 2019. Accessed on December 7, 2020 at https://apta.
website/54/?q=YToyOntzOjEyOiJrZXl3b3JkX3R5cGUiO3M6MzoiYWxsIjtzOjQ6InBhZ2UiO2k6MTt9&bmode=view&idx=
2764762&t=board

Table 1: Capability Analysis of the PAF

Most of them are already in the pipeline of the PAF’s modernization program 
such as the acquisition of the Multi Role Fighters, the Long-Range Patrol 
Aircraft, PGMs and other platforms under the said program. This is just the 
materiel side of the capability enhancement that the PAF needs to hurdle 
through. Improvements in the doctrinal, organizational, training, personnel, 
leadership, and facilities will also have to be prioritized. It is a well understood 
paradigm that any air force that does not keep its doctrines ahead of its existing 
systems and does not harbor a vision that dwells far into the future, will not be 
able to provide the necessary level of national security.125

 
However, another question that arises is – even with the completed 

modernization program, will the PAF even stand a chance against the top-
tier aircraft of other countries? The response time of the Air Force against 
higher generation jets will not be enough to deny it of entry. That is why 
asymmetric warfare capabilities are now being discussed in the command 
level of the organization. The Philippines would benefit in investing on locally 
built capabilities for asymmetric strategy that is unique but feasible and potent 
against adversaries.

 
Moreover, we need to consider the constant change of leadership in the 

AFP and the national government. Politics has a lot to do with the continuity 
of the modernization of the AFP. For the AFP and PAF Command, the 
modernization program is already embedded as they take their position. 
However, there can still be changes in prioritization based on the Command’s 
appreciation on capability research. Especially with the difference in 
prioritization between the major services that cannot be overlooked. Budget 
on the other hand is held by the national government, with the consequential 
changes and shifts in the political spectrum, the modernization may not be 
prioritized. Therefore, political leadership is also a contributory element in 
the capability enhancement of the PAF.
 
VI. Conclusion

Through mission analysis, capability assessment and enhancement, this 
study has provided a picture on what the future of Philippine air warfare could 
look like. By analyzing the current missions of the PAF and possible threats 
and trends whilst assessing our current capabilities and readiness for potential 
conflict we manage to identify the capability and operability gaps within the 
PAF. These gaps are especially evident in our conventional warfare, grey zone 
operation, and cyberwarfare capability. Through these gaps, are possible areas 
of upgrade and enhancement. It is clear that the PAF has much to improve to 
be fully credible in defending the Philippines but with the asset acquisitions 

125   Air Power Development Center Bulletin. (April 2014). National Security and High-End Air Power Capabilities



48      President’s Papers: The Future of Philippine Warfare Vol I            49

The Future of Philippine Air Warfare

from the modernization program on the way, there is reason to be optimistic. 
The PAF would greatly benefit a well-rounded modernization program for 
the AFP. As it stands Horizon 2 phase of the AFP Modernization program is 
where the PAF its Multi-Role Fighter Acquisition Project. This acquisition will 
be crucial in maintaining a minimum credible defense in the upcoming years.

The PAF in the next ten years would focus on territorial defense and in 
establishing minimum credible defense posture. Therefore, if the national 
government and the AFP Command is adamant in being able to defend the 
Philippine airspace, the PAF should be released or at least minimize the load 
from ISO and HADR operations. With the current clamor of the Army and 
the Navy to acquire their own aircraft, the Air Force Command should lobby 
for the sole acquisition of Multi-Role Fighters and Long-Range Patrol Aircraft 
and to do away with Close Air Support aircraft and Combat Utility Helicopters 
used for internal security operations. The Philippines, if ever possible, should 
also acquire anti-ballistic missiles that is very credible for Intercontinental 
Ballistic Missiles. 

The seemingly impossible task of predicting the future of warfare has 
always enamored every military. In order to be prepared for what could 
have happened, or to be ready when war starts, but no one has the ability to 
accurately predict the future. Hence, Gandhi quoted that “The future depends 
on what you do today.” And that seemingly portrays what the PAF would need 
to do. Whether it is to be prepared to conduct asymmetric warfare or hope for 
a strong political leadership to lead us, one thing is for sure the future of air 
warfare in the Philippines depends on the direction that the PAF would take.
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ABSTRACT

The broad advances in naval capabilities, particularly in guided-precision 
sensors and strike weapons and information warfare powered by social media 
and technology make it difficult to predict the way naval wars are going to 
fought in the next decade. The paper notes that historically, the Philippine 
Navy has not been engaged in any considerable naval battle, and has been 
mostly performing constabulary roles in support of maritime law enforcement. 
As a result, its warfare capabilities has become largely stunted in comparison 
with its Asian neighbors.  As hybrid warfare becomes an observable trend 
for current and future operations, conflated with the growing significance 
of information warfare and emerging trends in cyberspace, the capacity to 
inflict harm and deny the enemy access to domains of warfare at sea and in 
the air has also exponentially increased. This means long-range sensors and 
guided munitions can prove to be very effective to swiftly attack and restrict 
the maneuverability of any air and naval force. The paper notes that current 
Philippine national policies and strategies largely assume that an attack on 
the country is highly improbable due to the extended US deterrence over the 
country under the Mutual Defense Treaty. However, it should be argued that 
an absolute war should be part of the any strategic calculus and any force who 
wants to be self-reliant needs to develop capabilities to defend its own. The 
paper investigates whether the country has the ability to protect itself against 
any direct military attack that can be inflicted by one of the strongest, if not 
the strongest, armed forces in the region.
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I. A Brief History of Naval Warfare

Historically, naval warfare has always played a significant role in the growth 
and rise of civilizations around the world. It always had the decisive effect in 
major conflicts from the ancient times to the contemporary era. Unsurprisingly, 
nations built massive fleets and prosecuted naval wars to take control of 
maritime areas to secure political interests on land. As Sir Alfred Thayer 
Mahan argues that a great navy is essential for national prosperity through 
military and economic expansion and, that sea power is inherently connected 
with naval warfare: “The history of sea power is largely, though by no means 
solely, a narrative of contests between nations, of mutual rivalries, of violence 
frequently culminating in war.” Mahan, and other naval and military writers 
such as Julian S. Corb ett, Stephen B. Luce, H. Spenser Wilkinson, and John 
Knox Laughton, all underscored the role of sea power and naval warfare had 
played in shaping the contemporary world.

Sir Basil Liddell Hart commented that “history is a catalog of mistakes. It 
is our duty to profit by them.” Looking back in history, we see that navies were 
primarily employed for the control of sea lines of communications used for 
either military or commercial purposes. This process of looking back is equally 
as important in anticipating the future of naval warfare as it allows us to not only 
appreciate the roles and functions of our naval forces, but also to understand 
when, why, and how it has been used, misused, or neglected in the past. 

Vego states that an attack on the enemy’s seaborne commerce was an indirect 
way of striking at his national life. He adds that a naval victory was considered 
useless if it did not result in changing the conditions for the conduct of seaborne 
trade of the victor. Gradually, the role and employment of naval forces evolved 
with the new technological advances and international relations concepts 
during the mid and late nineteenth century. 

From the Age of Sail up until the later part of the 1800s, navy fleets were 
deployed to attain operational objectives through a decisive naval battle.  The 
battle of Tsushima during the Russo-Japanese War of 1904–1905 is considered 
as the last decisive naval battle in naval history. Meanwhile, the beginning of the 
20th century heralded a new era of battleships.  The Battle of Jutland in 1916, 
the Grand Fleet, Britain's best ships fought against Germany's High Sea Fleet. 

Several decades later, during the Second World War, naval battles saw a new 
level of intensity and importance as the prominence of battleships was joined 
by aircraft carriers. The Battle of the Coral Sea from May 4-8, 1942, marked 
the first battle in naval history where aircraft carriers engaged each and saw 

extensive use of air components. A month after the Battle of the Coral Sea, was 
the Battle of Midway, wherein Japan's heaviest aircraft carriers, Akagi, Kaga, 
Soryu, and Hiryu were sunk, along with one cruiser, 292 aircraft, and over 2,500 
sailors and airmen. Midway proved to be a turning point in the war, with Japan 
losing its largest aircraft carriers and the majority of its best naval aviators. 

Two other turning points happened within the Philippine waters --- the 
Battle of the Philippine Sea (June 19–20, 1944), the largest "carrier-versus-
carrier" battle in history, and the last major one between American and Japanese 
naval forces ; and the Battle of Leyte Gulf (October 23-26, 1944), considered the 
largest naval battle of WWII involving over 300 ships and maritime craft, as well 
as over 400 planes. Both marked a decisive air and sea battle by combined US-
Australian forces against the Imperial Japanese Navy involving aerial, surface, 
subsurface, and amphibious engagements. It was also during time that Japanese 
forces employed the tactic of using kamikaze pilots, who directed their planes 
to hit and damage allied ships like guided missiles. 

After WWII the supremacy of the U.S. Navy became virtually uncontested, 
in as much as the Royal Navy was in the 19th century. Its principal challenger 
only being that of the Soviet Union. This ushered in a new, asymmetrical tactical 
naval environment of the Cold War era, which was characterized by a surface 
fleet facing a “fleet” composed mainly of submarines and land-based aircraft. 

During the Arab-Israeli War of October 1973, the Israeli Navy, recognizing 
its disadvantage against Syrian and Egyptian Osa/Komar-class gunboats, 
which outranged the Gabriel missiles carried by their Saar boats, changed the 
rules of the game by leveraging on tactics that centered on superior scouting 
and command and control, together with the use of decoys against homing 
mechanisms of enemy missiles. This superior combination gave the Israelis the 
edge to defeat both opponents. 

The approach was reminiscent of how our very own fleet of Q-boats under 
the Off-Shore Patrol (the precursor of the Philippine Navy) during WWII. 
Dubbed as the “mosquito fleet”, these tiny torpedo boats became highly 
regarded because although small in size and were significantly outmatched 
compared to enemy naval forces, proved particularly well-suited for the broken 
coastline of the archipelago. The size of the Q-boat made it easily concealable, 
and coupled with its great speed and maneuverability, was superbly successful 
utilizing guerrilla type surprise attacks. The Q-boats was able to stealthily travel 
at 40 to 45 knots under the cover of darkness to attack enemy ships, discharge 
their torpedo with stunning precision and swiftness, and then quickly return 
to base. Due to this, it was highly recognized as a “weapon of surprise and 
opportunity”.

Close to the end of the Cold War era, the Falkland Islands War erupted 
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between the United Kingdom and Argentina in 1982. The battle saw a tactical 
environment of sea-based forces fighting land-based forces in the guided-
missile era and provided several lessons. It demonstrated the resurgence of how 
formidable submarines were during such engagements, like how the German 
U-boats terrorized the allied ships and commercial vessels during WWII. 
It similarly brought to fore of the threat of modern air-launched anti-ship 
missiles; lessons of damage control and ship survivability; the crippling effect of 
inadequate sea-based air surveillance; and particularly for the British, logistics 
lessons on how “to project and sustain a Task Force consisting of a Carrier Task 
Group and an Amphibious Task Group, across a distance of 8,000 miles”. 

In the opening decade of the new millennium, US actions under Operations 
Desert Shield/Storm during the invasion of Iraq saw the largest force of 
Navy warships assembled in a single theater since WWII. The campaign also 
demonstrated the significance of joint and combined operations, along with the 
challenges of interoperability in terms of doctrine and use of technology. 

Collectively, these naval battles along with the developments in terms of the 
use of technology, globalization, emerging constructs of maritime space and 
boundaries, as well as the advent of new dimensions of warfare, have steadily 
shaped the character of contemporary naval warfare. In response to these 
developments, states have consequently expanded defense budgets, and looked 
towards gaining new defense and security networks to strengthen collective 
ability to maintain sovereignty and pursue national interests (particularly with 
the rise of new giants in the economic and military arenas like China), and how 
to better position themselves within the rising acceptance of the Indo-Pacific 
Concept. 

Figure 1: Indo-Pacific Map

Many Asian countries have already adopted the "Indo-Pacific" concept, 
however, not all agree on what it means, the only commonality being that 
the concept strategically links the Indian and Pacific Ocean regions. Medcalf 
states that the Indo-Pacific concept is anchored on the growing economic, 
geopolitical, and security connections between the Western Pacific and the 
Indian Ocean regions are creating a single “strategic system”.  Similarly, the 
2017 National Security Strategy (NSS) of the US defines it as “a geopolitical 
competition between free and repressive visions of world order is taking place” 
and where “China is using economic inducements and penalties, influence 
operations, and implied military threats to persuade other states to heed its 
political and security agenda.” 

Being strategically located in the Indo-Pacific and within Beijing’s first 
island chain makes the Philippines and its maritime territory of critical value 
to China’s economic and security strategy, in as much as it highly significant 
for the US in terms of accomplishing the Indo-Pacific Strategy. Military and 
economic interests have also brought Japan, Australia, and other States in the 
Region and Europe into the fore. China is the largest military actor in the 
region, as it possesses the largest navy, air force, and land army in Northeast 
Asia. It has also been aggressively pursuing its claims to sovereign rights to 
nearly all of the South and East China Seas, including waters and territories 
much closer to other countries and thousands of kilometers from the Chinese 
coast.  

The historical developments and the emerging geopolitical situation 
discussed present ideal lessons and help identify trends that impact how the 
Armed Forces of the Philippines (AFP), vis-à-vis the Philippine Navy (PN), 
can successfully conduct its mandate and mission jointly within the future 
operating environment of its operating forces. The PN currently has its PN 
Sail Plan and Active Archipelagic Defense Strategy to guide its journey 
towards its 2028 naval aspirations. It also has its Naval Operations Concept 
(NOC), which defines its concept of employment in both peace and wartime. 
However, both might not be enough to responsively develop its capabilities to 
fight and win future wars.

For one, historically, our Navy’s involvement in naval warfare has always 
been within the shadow of our allies. By itself, the PN has not been engaged 
in any considerable naval battle. Another more obvious challenge is in terms 
of the development of its naval capabilities which has seen sorely neglected 
for the longest time. The observations of Morris about Third World navies 
resonate with this: Morris states that the “armies and air forces are generally 
needed to maintain domestic order whereas the irrelevance of navies in this 
context has made them appear as a somewhat less pressing national priority 
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to many national policy-makers.” He adds that “the capital intensive nature of 
naval expansion . . . has reinforced the tendency to neglect naval development. 
Thus whereas developing an army is almost a natural progression for most 
states, even when not faced by any great external threat, strong material and 
psychological factors are inhibiting naval development.” 

Both the lack of experiential wisdom and weak naval capabilities will be 
exploited by aggressors particularly those with conflicting territorial claims 
within the South China Sea (SCS)/ West Philippine Sea (WPS). The 2012 
Scarborough shoal standoff not only serves as a reminder of this reality but also 
clearly demonstrates that the United States, our strongest and longest-standing 
ally in the region, would not intervene on the Philippines’ behalf in terms 
of Beijing’s aggressive actions, the Mutual Defense Treaty notwithstanding. 
Currently, Beijing has attained de facto control over the shoal and many parts 
in the area. This means the Navy will need to manage the situation at the WPS 
unilaterally, even as it continues to suffer inadequate funding to modernize its 
aging fleet, which is now at a level where it cannot effectively protect Philippine 
Sovereignty and pursue national interests compared with other navies within 
the Indo-Pacific Region. 

II. Trends in Naval Operations and Warfare Capabilities in the Indo-Pacific

Status, Power, and Reputation

In a 2018 workshop entitled, “Emerging Trends in International Security”, 
Steven Ward from Cornell University provided a review on how the concepts 
of status, power, and reputation are defined within the context of international 
politics. Ward observed that status is commonly defined as an actor’s position 
in a social hierarchy shaped by the distribution of power in the international 
system, and is inherently multilateral, and substantially meaningless without 
recognition by other relevant actors. Thus it is often regarded as a foreign policy 
objective126. Status views a state’s position in an international social hierarchy 
wherein one state’s gain generally corresponds to a loss for another127.

Ward noted that the concepts of power and reputation do overlap with 
status; however, there are important differences: a state’s power is independent 
of recognition by other relevant actors, inherently bestowed due to the state’s 
material capabilities and in turn enabling influence over outcome, while, 
reputation is construed as being dependent on other actors’ assessment of a 
given state’s attributes, which are primarily valued as a leveraging tool in the 
international system.

Framing the review on the concepts of power, status, and reputation within 
126  Steven Ward, Status, Power, and Reputation (Emerging Trends in International Security, 2018)
127  Supra note 1.

the international system is a relevant undertaking for this paper as it provides 
the theoretical backbone of how state actors are shaping the geopolitical 
landscape in the Indo-Pacific region. Warfare has always been construed 
as a tool, or as Clausewitz argues, it is “the continuation of politics by other 
means”128.

Hybrid warfare and the shifting balance of global and regional power
Frank Hoffman is credited with coining the term hybrid warfare, 

characterizing it as involving “a range of different modes of warfare, including 
conventional capabilities, irregular tactics and formations, terrorist acts 
including indiscriminate violence and coercion, and criminal disorder”129, 
which are emerging features characteristic of 21st century warfare waged 
by both state and non-state actors130; however, this paper shall focus on the 
implications on warfare capabilities by state actors (i.e. military). Per Hoffman’s 
definition within the same context, hybrid war involves the amalgamations 
of the different modes of warfare (overwhelming through complexity), while 
hybrid threat refers to the actor that employs these modes131; however, these 
two concepts are almost always conflated. Monaghan – who mainly frames 
hybrid warfare as part of a ‘nonviolent revisionist grand strategy using multiple 
means to target vulnerabilities across society’132 identified three key contextual 
factors that pushed the rise of hybrid threats in 21st century warfare:

1. the shifting balance of global and regional power, meaning 
more actors are more motivated to challenge the status quo;
2. complex interdependence within the global political 
economy, meaning more states are increasingly vulnerable to 
others in more ways; and.
3. technological convergence, meaning more actors have more 
means available to do more harm133.

For Monaghan, the crux of the matter still lies within the wisdom of Sun 
Tzu’s extract from the ‘Art of War’: “the supreme art of war is to subdue the 
enemy without fighting”, essentially defining nonviolent revisionist grand 
strategy in contemporary international politics embodying tactics such 
as the use of multiple ambiguous means to target vulnerabilities across 
society to achieve goals gradually without triggering decisive responses (i.e. 
the ‘gray zone’)134. Hybrid warfare has evolved out of a need for revisionist 
actors (Monaghan) to balance the asymmetry of powers in place by de facto 

128  Carl von Clausewitz, On War (Princeton University Press, 1984), p.87
129  F.G. Hoffman, Conflict in the 21st century: the rise of hybrid warfare (Potomac Institute for Policy Studies, 
Arlington, 2007)
130  Hoffman acknowledges other terms such as “unrestricted”, “compound”, or “4th Generation”.
131  Antonio Missiroli, From hybrid warfare to “cybrid” campaigns:the new normal? (NDC Policy Brief, 2019)
132  Sean Monaghan, Countering Hybrid Warfare: So What for the Future Joint Force? (Prism Vol. 8 No. 2, 2019)
133  Ibid.
134  Ibid.
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global hegemons (by virtue of cooperative dialogues and reinforced by hard 
power), and as a means to attack the gaps and vulnerabilities of same. Hybrid 
warfare (or perhaps more aptly-named ‘unrestricted warfare’ in their own 
parlance) and its concomitant gray zone strategy is very much utilized by 
China in varying degrees through different means such as exploitation and 
manipulation of public opinion, psychological warfare operations, strong-
armed unilateral ‘legal’ warfare (aka ‘lawfare’) and commerce (trade) warfare 
to influence regional matters in the South China Sea.

Corollary to this, the inevitable technological advancements provide hybrid 
warfare proponents with due cause to equally keep updating the repertoire 
of hybrid threats in addition to providing access to cost-effective means of 
attacking vulnerabilities. To this end, hybrid aggressors target the state’s ability 
to wield power, which are the three elements of Clausewitz’s “remarkable 
trinity” (people, government, and the military)135.

Information warfare, cyberspace, and influence operations
As hybrid warfare becomes more relevant in future trends, it will be worth 

examining how what Monaghan calls ‘revisionist strategy’ trickles down into 
the trend for operations of state actors. As hybrid warfare proponents are 
driven to keep up with the technological trends of global powers, information 
warfare inevitably takes center stage within the context of hybrid warfare. Herb 
Lin examines how information warfare and influence operations enabled by 
cyberspace shapes the landscape of international security, defining these as the 
“deliberate use of information to confuse, mislead, and affect the choices and 
decisions” of an adversary136. Essentially, Lin notes that information warfare 
does not represent ‘conventional’ warfare as defined by the United Nations 
Charter or any law concerning armed conflict; nonetheless, it is conducted 
with hostile intent. This implication conflates information warfare with that 
of “propaganda and persuasion”137; however, the study of information warfare 
needs to be expanded further, in addition to considering the peculiarities of 
cyberspace.

Lin categorizes ‘cyberwar’ as either:
1. high-level (crippling society as a whole, attacking critical infrastructure, 

or destroying weapons systems); or 
2. low-level (drug dealing, child pornography, hacktivism, credit card 

fraud, and theft of intellectual property)138

Lin’s review on the strategic use of information highlights the confluence 

135  Supra note 7
136  Herb Lin, Strategic Use of Information (Emerging Trends in International Security, 2018)
137  Ibid.
138  Ibid.

of information conflict in cyberspace and that of the cognitive-emotional 
paradigm of psychology. He summarizes the end-state goal of information 
warfare and influence operations, wherein ‘victory is when the adversary 
willingly accepts and adopts the victor’s political goals not because the 
adversary no longer has the means to resist (e.g., if it were militarily defeated), 
but because the adversary no longer views the victor as the enemy… 
knowledge, truth, and confidence are all damaged as the result of infection 
of the adversary’s decision process with fear, anger, and uncertainty… there  
are  no  noncombatants  in  information  warfare  and  influence  operations: 
everyone, including governments, universities, and news media, is a potential 
target’139.

Categorically, this also very much fits the gray zone operations persistent 
in hybrid warfare theory. Practically, it is palpable in how certain state actors 
in the Indo-Pacific region have utilized cyber-fueled propaganda to sow 
information geared at obtaining ‘spontaneous consent’ of other regional state 
actors. This is observable in the geopolitical issues in certain areas within the 
region, such as the South China Sea/ West Philippine Sea, Northeast Asia, 
and the consistent show of force by the established hegemon in the Pacific 
area. However, it must be underlined that information warfare – which has 
antiquated roots in the study of warfare – should not be construed solely 
within the discourse of propaganda operations; rather, information warfare 
should also be viewed tactically, operationally, and strategically within the 
context of how information is utilized in battlespace, as Lin defined in the 
‘high-level’ tier of cyberwar. Apart from cyber-fueled information warfare 
and influence operations, expanded applications of Artificial Intelligence (i.e. 
unmanned systems, AI-assisted simulations) will also be a major front in this 
trend, given that innovations in computing, networks, and information utility 
has greatly permeated both the civic and military sectors being the critical 
infrastructure for numerous applications (i.e. technological convergence as 
identified by Monaghan).

Provided the established trends for hybrid warfare and the ubiquity of 
information dependence both by the civil and military sector of any state 
actor, the calculated use of information should prove to be a vital tool in 
the strategy of any force, particularly on battlespace awareness, secured 
C4ISTAR components, and cybersecurity.

Hybrid, long-range, faceless, and deniable

With hybrid warfare as an observable trend for current and future 
operations, conflated with the growing significance of information warfare 
and emerging trends in cyberspace, it would be worth examining the specific 

139  Ibid.
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fronts on which Indo-Pacific state actors would affix their naval capability 
development efforts.

Within the Indo-Pacific region, state actors in Southeast Asia are greatly 
improving their Anti-Access/Area Denial (A2AD) capabilities140. This is very 
telling of preference for long-range capability developments by navies in this 
environ. Moreover, as the rising power in the subregion, China is investing 
heavily in over-the-horizon (OTH) radar systems along with reconnaissance 
satellites along with laser-based and microwave-based weaponry141.

In response, India is inadvertently thrown into a ‘protector role’ for the 
‘status quo’ international order set up by the United States in the Indo-Pacific 
region regarding maintaining open sea lanes and the freedom of navigation. 
As India look to modernize its capabilities, its imports of weapons from 
France have risen by 715%142. In terms of naval capability buildup, France 
under Project 75 has assembled and built six (6) Scorpene-class diesel-electric 
submarines, two of which have already been commissioned in the Indian 
Navy last November 2019. India is further looking to acquire six (6) more 
diesel-electric submarines under the Project P75I from France143.

 While ‘conventional’ platforms are seeing key attention in terms of 
naval development, state actors are gravitating towards long-range weaponry, 
advanced detection, tracking, and targeting systems. Moreover, there is a 
growing shift towards securing the cyberspace realm, with China developing 
data quantum information technology for unhackable data transfer in 
cyberspace for secure communications144, which will be utilized for advanced 
quantum technology in the Strategic Support Force (SSF), combat control, 
ballistic missile defense (ability to identify the nature of warheads), and 
maritime navigation for naval ships145.

The Indo-Pacific region is also seeing greater proliferation of drones, 
with China as a major UAV producer in the region and exporter both 
within and outside the Indo-Pacific146. A documented study reveals that 95 
countries worldwide owns a military drone program147, with most of drone 
exports originating from China, Israel, and the United States148, and utilized 
by Bangladesh, India, Indonesia, Japan, Malaysia, Myanmar, North Korea, 
Pakistan, Philippines, Singapore, South Korea, Sri Lanka, Taiwan, Thailand, 
and Vietnam.

140  Michael Beckley, “The Emerging Military Balance in East Asia,” (International Security 42, no. 2, 2017): p. 78–119
141  Thangavel K. Balasubramaniam, and Murugesan, Ashok Kumar, China’s Rising Missile and Naval Capabilities in 
the Indo-Pacific Region: Security Implications for India and Its Allies (The Air Force Journal of Indo-Pacific Affairs, 2020)
142  Anaya Shahid, The Perils of Indo-French Defense Cooperation, (Modern Diplomacy, 2020)
143  Ibid.
144  Supra note 18.
145  Ibid.
146  Wim Zwijnenburg, and Katja van Hoo, Unmanned & Uncontrolled, (Pax, 2015).
147  Dan Gettinger, The Drone Databook (2020), viii.
148  Ibid, ix.

China’s ability to leverage its export-wielding capabilities as a political 
tool is yet another weapon to their hybrid warfare arsenal. On the Pacific 
side, the United States has outrightly declared its intent to hold unmanned 
fleet exercise in the Pacific in 2021 known as the ‘Drone Wars 2021’, a show-
of-strength demonstration for their unmanned systems capability across 
the aerial, surface, and subsurface domains149, arguably an attempt to keep 
China’s rise in UAV development at bay. However, China is also waging 
war in other fronts through non-conventional means such as the trade war 
(development of battery power-based technologies150 for commercial as 
well as military applications, as well as the race for 5G-based technology 
development underpinned by the ‘tech wars’ between the United States and 
China’s tech giants, i.e. ‘FAANGs vs. BATs’ and their concomitant security 
implications). While geopolitical drivers will always fuel material capability 
upgrades of state actors, contextually in this region, China’s rise – a ‘revisionist 
state actor challenging the status quo’ in Monaghan’s definition – emerges as 
the main driver of warfare capability upgrades in the Indo-Pacific, with India 
emerging as a potential protector of the ‘status quo’ against the backdrop of 
the international order setup by the United States. And for other state actors 
to maintain their naval defense credibility, this signifies keeping up with the 
trends or otherwise risk creating gaps in their overall strategy.

III. The Philippine Navy Today: Gearing up for the Future

Understanding the PN Operating Environment
The Philippines is a prisoner of geography caught in the middle of a 

“double-sided island chain” serving as a “fulcrum” of two major military 
powers pulled in a strategic debacle over the country’s maritime rights.151 A 
key component of the United States and China’s respective naval strategies 
is containment on the part of the former, and expansion on the part of the 
latter. With the US’s relative decline, however, there is a high probability that 
its interests may change from its “global peacemaker” role since the post-Cold 
War, to one that risks it leaving its treaty commitments unfulfilled. White 
argues that “American power and commitment to Asia is waning, Asian 
major powers are becoming stronger and more ambitious, the regional order 
is being overturned and the ground rules for a new order to take its place are 
hotly contested.”152 Majorly, the naval capabilities of these Asian powers are 
on the rise, and there is an apparent arms race being seen. Amidst this, the 
PN wants to be in the mix especially that it may have to defend the country 
unilaterally from a superior naval adversary, which for most of the century has 
been claiming its maritime areas. 

149  Dave Makichuk, US Navy to hold ‘Drone Wars 2021’ in the Pacific (Asia Times, 2020), n.p.
150  David Stringer, Akshat Rathi, Are Batteries the Trade War China’s Already Won? (Bloomberg Green, 2020)

151  Kelly, Aaron and Michael Tkacik. Philippine Fulcrum. Maritime Issues. Available Online: http://www.maritimeissues.
com/politics/philippine-fulcrum.html 

152  White, Hugh. 2019. How to Defend Australia. Schwartz Publishing p 215
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The PN Active Archipelagic Defense Strategy (AADS) outlines the PN’s 
approach to the naval defense and security of the country while the Naval 
Operating Concept (NOC) outlines its concept of deployment in peacetime 
and conflict. Founded on three mutually supporting strategic approaches, 
namely maritime operations, maritime situational awareness, and maritime 
cooperation, the AADS presents how naval forces shall be contributing to 
the attainment of national military objectives. On maritime operations, the 
PN seeks to “secure maritime interests, deny the use of Philippine maritime 
zones during hostilities or conflict, and defend the national territory through 
a tiered and calibrated employment of maritime forces.153” To pursue this, 
the PN crafted its operating concept to describe how the PN will attain these 
objectives, specifically the capabilities that they will employ as part of the joint 
force, and consequently, lay down the imperatives of how their forces should 
be developed.154 Maritime situational awareness on the other hand “aims to 
ensure effective and secured maritime information support to facilitate sound 
and effective decision-making” in support of operations. Based on this, the 
PN crafted the information warfare strategy to frame assured command 
and control, battlespace awareness, and integrated fires by linking all PN 
capabilities, from sensors to shooters.155 Maritime cooperation meanwhile 
“aims to enhance service interoperability, inter-agency coordination, 
collaboration and alliances for a collective and effective security response.” 
This strategic approach is premised on the PN’s need for the support of other 
major services, other government security agencies, other stakeholders in the 
government and private sector, and cognizant of the importance of strategic 
partnerships and alliances with other countries.   

With the multitude of roles the PN has to perform in the ambit of the 
trinity of naval roles (i.e. military, constabulary, and diplomatic)156 – thinly 
spreading their already overstretched resources – the PN has previously 
adopted the concept of “balanced capability development” which emphasized 
the need “to develop quality personnel…outfitted with modern equipment 
for internal and external operations.” This aspiration stressed “the acquisition 
of capabilities to address the three-tiered naval operating environments: air, 
surface, and sub-surface”157 buoyed by the AFP Modernization Law of 1995. 
This aim was boosted with the enactment of the Revised AFP Modernization 
Program (RAFPMP) in 2012 which seeks to provide additional appropriations 
for the defense department on top of their annual general appropriations, 
to be bolstered by proceeds from sales or lease or military reservations and 
facilities, public-private partnerships, budgetary surplus, among others.158  

153  Philippine Navy. 2017. Active Archipelagic Defense Strategy
154  Philippine Navy. 2020. Naval Operating Concept: How the Philippine Navy Will Fight Today and Beyond
155  Philippine Navy. 2020. Information Warfare Strategy 
156  Speller, Ian. 2019. Introduction to Naval Warfare. p.8 
157  Philippine Navy. 1999. 15-Year Strategic Development Plan 
158  Republic Act 10349. An Act Amending Republic Act No. 7898, Establishing the Revised AFP Modernization Program 
and for other Purposes. Section 2 and Section 6

Along this line, the PN has embarked on another 15-year capability 
development plan in three ‘Horizons’ (2013-2017, 2018-2022, and 2023-
2027). On top of the three-dimensional operating environment laid down 
in the PN’s previous 15-year strategic development plan, the PN added 
the electromagnetic spectrum and cyber domains as major aspects of the 
battlespace it needs to address.159  To support its operating concept, the PN’s 
capability development plan calls for the development of capabilities in naval 
defense and security, archipelagic maneuver, defensive force projection, 
information warfare, and support and sustainment.160

The PN’s naval strategy, operating concept, and capability development 
plans point to its military functions which should be at the base of the naval 
trinity. Its developmental plans call for establishing the minimal capabilities 
required of a self-respecting navy and enable itself to be tagged as an offshore 
territorial defense navy161, especially with the country’s long coastline and 
over two million square kilometers of exclusive economic zone (EEZ). This 
core idea of the navy’s operating concept aims to counter conventional threats 
up to the country’s EEZ essentially providing a naval buffer through its surface 
combatants, submarines, and shore-based missiles, while on the other hand, 
its littoral and amphibious combat and mine warfare capability can support 
operations closer to land. Coaxed by the increasing trend of protectionist naval 
regimes, the PN is also aiming to establish its version of the anti-access/area-
denial concept suited to its archipelagic geography. This notwithstanding, the 
PN also remains committed to support maritime security functions, with the 
continuing domestic security concerns. However, this concern has in the past 
constrained the PN’s previous modernization program, and its persistence 
may eventually impact again on the PN’s current plans.      

Linking the PN’s Strategies, Concepts, and Plans on the Ground: Déjà vu 
RA 7898? 

David and Chris Miller’ Modern Naval Combat (1988) provided an 
illustrated guide on how navies of the 1980s and the next decade conduct 
combat at sea.162 Said book served as baseline reference for junior Philippine 
Navy (PN) Officers in their formative years in the service, yet more than three 
decades since it was published, it is only now that the PN can apply those that 
were described in the book, albeit a very limited capacity with the arrival of its 
brand new missile-capable fast attack crafts and frigates.  

159  Philippine Navy. 2016. Long-Term Capability Development Plan Change I p 8
160  Philippine Navy. 2020. Proceedings from the Defense Capability Assessment Planning System Workshop
161  Till, Geoffrey. 2009. Seapower: A Guide for the 21st Century. New York: Taylor and Francis Group 
162  Miller, David and Chris Miller. 1988. Modern Naval Combat. New York: Crescent Books
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Before the arrival of the frigates, a recent higher headquarters assessment 
maintains that “the PN’s current surface and air assets still lack major 
platforms that will capacitate the organization to perform its mission essential 
tasks. Specifically, the PN lacks undersea/subsurface warfighting capability…
and (most) existing surface assets are mostly hand-me-down vessels that lack 
potent weapon systems and electronic warfare capabilities.” In addition, the 
assessment recommends the procurement of shore-based missile (anti-ship 
and air defense) systems, submarines, mine counter-measure vessels, ASW 
helicopters, among others as major requirements to fulfill the PN’s mandate.163 
These requirements are magnified in the backdrop of maritime defense 
trends emphasizing more ships with enhanced capabilities, proliferation of 
submarine capabilities driving focus on ASW capabilities, and proliferation 
and renewal of conventional capabilities, particularly anti-ship missiles.164  

Despite the promise of the RA 7898, the resurgence of insurgency in the 
late 1990s and early 2000s coupled with the rise of secessionism and the global 
war on terrorism, the focus of the AFP turned to internal security with the 
crafting of the National Internal Security Plan (NISP), which together with the 
2001 national military strategy defined “priority defense objectives” (internal 
threats)…while downplaying others (external threats). Consequently, the 
Congress was reluctant to finance the planned modernization program which 
had a negative impact on the Philippine military’s combat capabilities. 165 For 
the PN, these led to it gaining none of its aspired for capabilities in air, surface, 
and subsurface operations.   

Without culminating its 15-year Strategic Development Plan, the PN’s 
aim to establish a “balanced fleet” remained mostly on paper as the AFP’s 
role in the time frame largely focused on countering internal security due 
to communist and secessionist resurgence166, and even its external alliance 
with the United States focused on such efforts with the height of the global 
war on terror in the 2000s. As such, by the end of Arroyo’s 9-year presidential 
term, the military’s modernization budget has failed to make good on the 
government’s promise to defend the country’s maritime claims in the South 
China Sea. For the PN, the only major acquisitions in in the culmination of 
the first AFP Modernization Program were three coast guard cutters (ex-US 
Hamilton class) which are merely patrol ships without the necessary naval 
warfare capabilities and three utility helicopters but are already a modest from 
erstwhile WW II legacy assets in the PN’s inventory.167 

163  Armed Forces of the Philippines. 2019. Capability Assessment Report. p 77
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165  De Castro. 2010. The twenty-first century Armed Forces of the Philippines: Orphan of counter-insurgency or 
military geared fro the long war of the century? in Contemporary Politics Vol. 16 No 2 June 2010 p. 159-160
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At the tail-end of the Arroyo administration, however, Chinese expansionism 
made Philippine leadership realize the importance of securing its maritime 
interests. The Aquino administration then made a bold swing to transform the 
AFP’s priority from counter-insurgency to maritime security putting forward 
“the country’s claims for territories in the South China Sea.” Unable to balance 
against China’s strength on its own, however, the Aquino government’s 
policy for asymmetrical defense combined both “internal mobilization and 
alliance formation” by “redirecting the AFP’s focus from domestic security 
to territorial defense” and forging closer relations with its 1951 MDT ally, the 
US, and with China’s main Asian rival, Japan.168 The plan was to give the AFP 
a transition period to focus on external defense with the government’s thrust 
to conduct peace talks with various insurgencies with the hope of ending such 
through direct negotiations with the rebels, instead of largely militarizing the 
issue. It was hoped for that by 2018, the AFP will relinquish internal security 
responsibilities to the police and local governments. 169 To back this plan, an 
appropriation of Php 421 billion was made, with the PN envisioned to obtain 
multi-role attack vessels, off-shore patrol crafts, and surface-to-air and surface-
to-surface missiles.170 This coincided with the doubling of the defense budget 
from Php 57.6 Billion in 2010 to Php 104.5 Billion in 2011 and 106.9 Billion 
in 2012. Further, the Scarborough Shoal incident made the government  in 
2012 to pass RA 10349 or the RAFPMP extending the AFP Modernization 
Program to another 15 years.  

Banking on this, the PN presented its 15-year Php 500 Billion naval build-up 
consisting of its desired force mix of 6 ASW/AAW frigates, 12 ASW corvettes, 
18 OPVs, 26 naval multi-purpose helicopters, 42 multi-purpose attack crafts 
armed with torpedoes and missiles, and three diesel-electric submarines, 
which does not match China’s capability, but was seen “to inflict damages to 
any hypothetical enemy.”171   

Now in the middle of its second 15-year capability plan under the 
RAFPMP, more assets came into fruition as opposed to the previous 15-year 
period largely owing to the Philippine’s consistent economic growth starting 
in 2010. Since 2016, the PN acquired brand new two landing docks, two ASW 
helicopters, 8 amphibious assault vehicles, and is set to receive the second of 
two new frigates in 2021. On top of this, it also acquired used a corvette from 
South Korea, five landing crafts Australia, and five maritime patrol aircrafts 
from Japan. Despite these acquisitions, however, a lot remains to be desired 
if the PN is to fulfill the aspirations laid in the AADS and its supporting 
concepts. In this regard, the PN has laid down plans anew to acquire, more 
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frigates, corvettes, patrol ships, landing docks, ASW helicopters, shore-based 
anti-ship missiles, mine warfare capabilities, and submarines, with the last 
three completing its desired force components. Moreover, the PN also plans 
to establish networked warfare capability172 and provide the required support 
and sustainment of its assets by laying down a plan for a network of bases 
dotting strategic areas of the Archipelago.173

Difficulties of Building and Sustaining Naval Warfare Capabilities 

At the level of grand strategy, the Philippines’ core security priorities as 
enumerated in the National Security Strategy (NSS) largely focuses on 
domestic security issues as “absolutely necessary for the very survival of the 
nation and its people,” 174 with the primary focus on “guaranteeing public 
safety and achieving good governance” whose course of action includes 
“modernizing professionalizing, and synergizing the armed forces and 
the National Police to be capable of combatting terrorism, insurgency, and 
subversion.175 Indeed, “naval policy is driven more by internal than external 
dynamics,” 176  with the PN having to balance its roles in external defense 
and domestic security issues. Not discounting the importance of its roles in 
internal security, the importance of the PN’s modernization was shown in full 
display with its brand new landing docks conducting the sealift operations 
to bring ground troops and equipment to the engagement area, as well as its 
ship-based naval helicopters delivering additional fire support. Without these 
considerations, however, the PN may not be able to get the funding it requires 
if it is only thinking of threats that are considered remote from the mindset of 
most policy-makers as what happened during the first AFPMP. 

This apparent “sea blindness” still pervades at the policy-level where the 
importance of the maritime domain remains relegated from “more apparently 
urgent national requirements”177 Taking a stock on prioritization, defense 
budget goes largely to the Philippine Army (PA) with over half of the allotted 
defense funds going to the ground forces in CY 2019.178 Speller notes that one 
of the limitations of a naval force is the expense that is required to establish one, 
due to the “platforms and support structure that are rarely cheap to procure 
and sustain.”179 With the COVID19 pandemic’s impact on the Philippine 
economy, the PN’s procurement program had to be altered, with the planned 
decommissioning of antiquated equipment pushed back at least a year since 
the planned acquisitions to replace them have been sacrificed and is among 
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the projects worth Php 9.4 Billion cut in the already modest Php 25 Billion 
annual budget and realigned to address the pandemic.180 Among the affected 
PN acquisitions are the landing docks, off-shore patrol vessels, and fast attack 
interdiction crafts-missile (FAIC-M) which were geared to replace the WWII 
landing ship tanks, patrol craft escorts, and small patrol boats, respectively.181 
This occurrence, however, is not unique as other Southeast Asian countries 
also saw defense budget cuts.182  With this trend, it is highly unlikely that the 
AFP’s desire to have a budget equivalent to 2% of the GDP to be on par with 
the Southeast Asian average of 1.9%183 will be attained soon.  

The PN’s Aspirations for Capabilities and the Future Operating 
Environment

Equipped with new ships capable for surface warfare (SUW), anti-air 
warfare (AAW), anti-submarine warfare (ASW), and electronic warfare 
(EW), the manpower-intensive, conventional platforms, launchers, and 
munitions being acquired by the PN are arguably at risk of slipping into 
obsolescence with emerging technologies such as miniaturization, directed 
energy, hypersonic, stealth, and computing and network that is giving 
birth to autonomous machines.184 Nevertheless, warships, missiles, mines, 
submarines, and the way naval warfare is conducted looks to be set for the 
next ten years, as Miller and Miller’s description of modern naval combat 30 
years ago remains largely unchanged. Revolutionary changes in the conduct 
of naval operations may not really change the fact that the maritime operating 
environment will remain to be the domain of navies, arguably employing the 
same platforms, but changing their sensors, firepower, and tactics.  

In effect, the baseline capabilities being developed by the PN and the 
assets it plans to acquire to prosecute these capabilities will remain relevant 
in the next ten years, provided that these platforms are able to conform with 
technological advancements today and manned by a properly trained crew. An 
example is that of the Argentine submarine San Luis which made life difficult 
for a more superior British naval force during the Falklands war.185  Even if 
not so, some of these capabilities will remain relevant and remain difficult 

180  Mangosing, Francis. 2020. PH shelves 9.5B defense modernization projects for now due to pandemic in Philippine 
Daily Inquirer. Posted 02:26 pm 22 July 2020. Available Online: https://newsinfo.inquirer.net/1310360/ph-shelves-p9-
4b-defense-modernization-projects-due-to-covid-19-pandemic 
181  Mangosing, Francis. 2020. Ph Navy to keep legacy ships for now after COVID-19 disrupts program for new vessels 
in Philippine Daily Inquirer. Posted 11:18 AM 18 July 2020. Available online: https://newsinfo.inquirer.net/1308574/
ph-navy-to-keep-legacy-ships-for-now-after-covid-19-disrupts-program-for-new-vessels 
182  The Associated Press. 2020. Downward trend: Southeast Asian countries cut defense spending. Posted 26 May 
2020. Available online: https://www.defensenews.com/global/asia-pacific/2020/05/26/downward-trend-southeast-
asian-countries-cut-defense-spending/ 
183  Mangosing, Francis. 2019. Defense budget needs 2% of GDP to be at par with Asean – military in Philippine 
Daily Inquirer. Posted 3:52 PM 07 November 2019. Available online: https://newsinfo.inquirer.net/1187019/defense-
budget-needs-2-of-gdp-to-be-at-par-with-asean-military
184  Australian Defense Force. Future Maritime Operating Concept 2025 Unclassified Version p 8-9
185  Roblin, Sebastien. 2020. How One Argentine Submarine Kept The Royal Navy At Bay During The Falklands War 
in The National Interest. Available online: https://nationalinterest.org/blog/buzz/how-one-argentine-submarine-kept-
royal-navy-bay-during-falklands-war-145087 

https://newsinfo.inquirer.net/1310360/ph-shelves-p9-4b-defense-modernization-projects-due-to-covid-19-pandemic
https://newsinfo.inquirer.net/1310360/ph-shelves-p9-4b-defense-modernization-projects-due-to-covid-19-pandemic
https://newsinfo.inquirer.net/1308574/ph-navy-to-keep-legacy-ships-for-now-after-covid-19-disrupts-program-for-new-vessels
https://newsinfo.inquirer.net/1308574/ph-navy-to-keep-legacy-ships-for-now-after-covid-19-disrupts-program-for-new-vessels
https://www.defensenews.com/global/asia-pacific/2020/05/26/downward-trend-southeast-asian-countries-cut-defense-spending/
https://www.defensenews.com/global/asia-pacific/2020/05/26/downward-trend-southeast-asian-countries-cut-defense-spending/
https://nationalinterest.org/blog/buzz/how-one-argentine-submarine-kept-royal-navy-bay-during-falklands-war-145087
https://nationalinterest.org/blog/buzz/how-one-argentine-submarine-kept-royal-navy-bay-during-falklands-war-145087
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to counter. Taking the case of the USS Samuel B Roberts in 1988, an Oliver 
Hazard Perry class frigate commissioned just two years prior which was struck 
by a naval mine, a relatively cheap, yet effective naval weapon which has almost 
remained unchanged since WWII. It is in this aspect that the “art” aspect of 
warfare comes into play, taking account of asymmetric advantages which 
one’s own operating environment will offer, yet is something which must also 
be expertly known through complete battlespace awareness, another aspect 
which the PN aspires to strive for at the moment. 

The mentioned obstacles to the previous attempts by the PN to establish its 
modern warfare capabilities may present more downsides to the PN’s naval 
warfare obsolescence than current technological trends and revolution in 
military affairs in the next ten years. The stagnation experienced by the PN 
due to different government priorities in the first AFPMP had more impact to 
the lack of new equipment procured for the period leading to the PN unable 
to achieve the balanced fleet it aspired to have. With apparent sea blindness 
running the risk to repeat itself, the PN also runs the risk of not being able 
to establish the baseline capabilities it seeks to have in order to prosecute its 
strategy and operating concept, thereby retaining its title as the ‘laggard of 
Southeast Asian navies’ for the decade to come. 

IV. Imagining the Unthinkable: War in 2030 

After the comprehensive discussions in the previous chapters on naval 
warfare trends in the Indo-Pacific region, locating the flashpoints in the 
maritime domain, and the Philippine Navy’s capability update, it would be 
prudent to test whether the PN and AFP as a whole is ready for the unthinkable, 
the worst-case scenario of a possible attack on the Philippines. The discussions 
in Section II implied that naval wars will feature more disruptive and lethal 
fighting for the next decade, and that China poses a great danger to the country 
because of its advanced military capabilities and its unpredictable behaviors 
in the maritime, human and electro-magnetic spectrum domains of warfare.

Our national policies and strategies that have become the basis of our 
military strategies, plans and operations assume that no attack will happen 
to our country because that has been the case for many decades now after the 
US-Japanese War. However, given the major challenges  for revision in the 
international system posed by China, the regional security has become more 
and more complex and dangerous. Our low threat perception makes the idea 
of absolute war inconceivable yet as military strategist and war planners, it 
is imperative to include this type of war in omni-scenarios. Absolute war is 
unregulated and unrestricted, allowing the use of all available capabilities and 
sources of national power to outmaneuver and dominate one’s enemy forces. 

It is imperative to  anticipate that the worst case scenario we can prepare 
for is that of a war waged by the most capable military forces nearest our 
geographical location, and whose power projection and naval operations have 
expanded exponentially for in the past 10 years - China.

As China hinges its grand strategy in its “island-chain” concept, with it 
comes dramatic militarization of the region and the assumption that the 
Navies of the claimant countries in the SCS will be unresponsive to China’s 
aggressive and coercive maritime operations. As per reports last 04 May 
2018, China has installed long-range anti-ship cruise missiles and air-defense 
missiles on contested areas in the SCS. China also deployed YJ-12B supersonic 
anti-ship cruise missiles and HQ-9B anti-air missiles on Kagitingan (Fiery 
Cross), Zamora (Subi), and Panganiban (Mischief) reefs. These missiles 
have a range of 545kms, a 205kg high explosive warhead, and with a combat 
altitude of 15kms. The YJ-12 missiles’ early photos suggest that they were 
designed to be also outfitted onto the PLAN’s Xian H-6G bombers. On the 
other hand, the HQ-9 missiles have a range of 200kms and come equipped 
with a 180kg warhead and able to fly at an altitude of 30kms. Its construction 
of multiple airstrips will not only allow H-6J bombers, but also service China’s 
FC-31 stealth fighters with a combat radius of 1200kms. Aside from air 
combat capabilities, Chinese construction of High Frequency (HF) radars, 
which could allegedly detect existing stealth technology-based assets of the 
US (i.e. Lockheed Martin F-22 Raptor Multirole fighters) may be installed on 
Calderon reef, aside from other cyber capabilities..

An attack on the country will have four sequential stages: paralyzing the 
country’s command and control center through missile attacks; forcible entry 
by Chinese land and marine forces; overrun of all critical infrastructures that 
has survived the weapons attack; and, consummation of the war. The road to 
this war may be long and unobservable but China’s gray zone operations in 
the country are already employed to dissuade the country’s political elites.

There is also no convincing reason to argue that the Philippines can survive 
an attack from China’s enormous surface combatant fleet comprising 58 
submarines, four of which are SSBNs capable of launching ballistic missiles, 
27 destroyers, 59 frigates, 41 corvettes, and a huge assortment of amphibious 
operations assets. China also has superb cyberwarfare capabilities in attacking 
critical cyberinfrastructures and a maritime militia that operates civilian 
fishing vessels assisting the PLAN in various military roles (Military Balance, 
2020).
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Table 1 supports the claim that China is sincere in projecting its power and 
flexing its hegemony in the Indo-Pacific region. Beijing spent USD168bn in 
2018, an increase of 8.1% from its defense in 2017 (Military Balance 2020, 
p. 238)186. These combat capabilities include ballistic missiles that can reach 
the Philippines in a few minutes; the CSIS (2020) even claimed that Chinese 
ballistic missiles can reach the US Mainland in as little as 30 minutes187. 

Also worth considering is the proximity of China’s military bases in the 
SCS to the country’s mainland by calculating the estimated travel time of the 
attacking forces and the effective range and speed of their missiles. As the first 
objective of an enemy attack is to cripple the command and control centers 
of the country, the most vulnerable would be its mega-centers, where the seat 
of government - the home of political elites and national policy decision-
makers; all national government; and, all defense and security establishments 
are headquartered.  Manila is currently the country’s center of gravity, with all 
the national command centers located in the Philippine’s capital. 

Table 1. China Military Hardware for Offensive Operations
(Source: Military Balance 2019)

186  International Institute for Strategic Studies. (2018) . The Military Balance 2019. www.pdfdrive.com
187  CSIS. (2020). Missiles of China. https://missilethreat.csis.org/country/china/

It  is also important to look at the capabilities of China’s ICBMs. Such 
weapons can reach an average speed of Mach 10, equivalent to 12,348 kph. 
This means that from launch, Chinese missiles can reach Manila in very little 
time:

a. Six mins and 22 seconds from Guangzhou
b. Six mins and 18 seconds from Yulin Naval Base, Hainan
c. Five mins and 57 seconds from the Paracel Islands 
d. Four mins and 44 seconds from the Spratly Islands

 

Should China desire to avoid risking the lives of its soldiers, remote warfare 
would be its best option to defeat the country. The sheer number of missile 
and warheads alone means that the Philippines can be destroyed within six 
to 10 minutes if the warheads were to be launched simultaneously. Another 
option China can use would be the employment of all its warfare capabilities. 
This would require a longer execution time as surface assets need to travel 
towards their attacking positions. A conservative estimate stipulates that 
surface platforms and submarines could arrive in their respective attacking 
positions within 72 hours. On the “D-Day” of the attack, China can launch 

Figure 2. West Philippine Sea Map 
and the Distance of Nearest Chinese 

Military Bases to Manila (Source: www.
google.com)

Figure 3 China’s Military Infrastructure 
in the Kalayaan Island Group (Source: 

Military Balance, 2020) 

Figure 4 China’s Military Infrastructure 
in the Paracel Islands (Source: Military 

Balance, 2020)  

https://missilethreat.csis.org/country/china/
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simultaneous cyber-attacks to disrupt command and control of the Philippine 
critical infrastructures, the launching of shore-based missiles, aircraft attacks, 
surface attacks, submarine launching of missiles within six to 10 minutes, 
with a final assault of the landing forces within three to five days. 

To ensure the obliteration of critical infrastructures of the three major island 
groups, potential priority targets are the megacities of Manila, Cebu and Davao 
as they serve as the center of economic, political, social and cultural activities 
in Luzon, Visayas and Mindanao. Without the Philippine’s capacity to detect, 
monitor and counterattack  these missiles. There seems to be no compelling 
reason to argue that China’s campaign will be prolonged because the AFP 
and especially the PN is ill-equipped to deter the might of the Chinese forces’ 
intrusion, especially in case of a multiple attacks targeting Manila, Cebu and 
Davao. With a huge civilian casualties, the rest of the Philippine defense and 
security forces will resort to guerilla warfare reminiscent of the Huk resistance 
during the Japanese invasion from 1942-1945. What then would be the role of 
the local communist groups? Would they join the resistance with the national 
forces or would they extend the war up in the mountains in support of the 
communist groups? That would be an interesting thought to ponder.

Meanwhile, the PLA-Navy will employ tight chokepoint control to secure 
the SCS and other strategic sea lines of communication from other hostile 

Figure 5 China’s D-Day Attack against the Philippines

Navies. The establishment of the militarized islands in the SCS gives them the 
vantage of unsinkable aircraft carriers and the locus of blockades, creating in 
essence a robust integrated multi-domain defense system in the first island 
chain. With China also focusing on improving its air superiority, it can also 
deny enemy forces access to the SCS and the Pacific. Control of the country’s 
maritime ports and airports would readily deny the deployment of the 
Philippine surviving air and maritime forces. Meanwhile, the deployment of 
Chinese Ballistic Missiles Submarines in the Indo-Pacific area can deter the 
US’s use of their nuclear weapons in coming to our aid as China also has the 
capability to counter the attack on US Mainland. 

In this scenario, we are left on our own. No ASEAN country, no ally, no 
strategic partner will have enough motivation to come to our aid because 
China has gained the advantage of surprise and political shock and control of 
the multi-domain of warfare.

IV. Conclusion

The maritime domain is broad and complex. It encapsulates other domains 
of warfare, such as air, space, and the electromagnetic spectrum in addition 
to the subsea. By looking into the trends in the core capabilities of the rising 
powers and non-regional actors in the Indo-Pacific, we can surmise that 
the current PN modernization efforts are still focused on building the basic 
capabilities of a Navy. The PN is still transitioning from a constabulary Navy 
into a Navy that can patrol its vast archipelagic waters yet without the capacity 
to detect and use force against a more dominant Navy. 

Unlike national security and defense establishments of other countries 
that are preoccupied in foreshadowing future wars and estimating the scale 
and impact to the country and the region, the Philippines have always been 
positively hoping that the US extended deterrence is enough to deter any 
attack on the archipelago. Yet in recent events, there are already indicators that 
in times of actual war, we will be on our own. This paper then presented what 
a worst case scenario of an attack would look like given the current trends in 
naval and multi-domain capabilities  of the countries in the region and the 
evolving international system driven by China’s rise. While moral forces that 
define a country’s resolve and motivation to go to war are difficult to grasp, 
a bold calculation of what a war would look like if there is going to be a war 
in the next 10 years involving the Philippines is prudent, for us to rethink 
whether our national strategies, war plans and capabilities are enough, and if 
not, how to plan to fight given our current capabilities.
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ABSTRACT

For centuries, states and individuals all around the world have been in the 
business of understanding the enduring nature and changing character of 
war. Global defense forces of today scramble to identify, assess, and define the 
movers and shapers of their security landscape, and proceed to calculate and 
determine which conflicts they will most likely be involved in in the future, 
and how these wars will be conducted. For the Philippines, a nation faced with 
different security threats – both external and internal, traditional and non-
traditional – it is only apt for the country’s defense establishment to define 
and contextualize the future of warfare according to the peculiarities of the 
Philippine strategic environment, operational space, and battle experience. 
There is a need to ‘reconceptualize warfare and reimagine conflict’ to ‘rehearse’ 
the future, for us to explore possibilities and trajectories in defense posturing, 
doctrine development, and force modernization vis-à-vis our country’s 
national interests. Given the resumption of Great-Power competition between 
the United States of America and the People’s Republic of China, as well as 
the accelerated pace of developments in technology and geopolitics, a lot 
more attention is being paid to the probable future of warfare within the 
coming decades. 2030 is expected to see the maturation and induction of 
new capabilities to the arsenals of great powers, and even non-state actors can 
expect to leverage new technologies to amplify their power. This paper argues 
that the future of war in the coming decades will call into question long-
standing Philippine assumptions about defense, security and warfare, and 
that there will be a need to rethink these concepts to ensure the Philippines’ 
defense.
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Short, Sharp, and Multidimensional: Future Wars and Considerations for 
Philippine Defense and Deterrence

I. Introduction

For centuries, states and individuals all around the world have been in the 
business of understanding the enduring nature and changing character of 
war. Global defense forces of today scramble to identify, assess, and define the 
movers and shapers of their security landscape, and proceed to calculate and 
determine which conflicts they will most likely be involved in in the future, 
and how these wars will be conducted.

With the onset of the Information Age, the main hub of activity lies in 
the accumulation of information, and its superior application in research 
and development. Warfare has become a trillion-dollar industry. Weapons, 
platforms, and assets are evolving rapidly in conjunction with the changes 
in the threat environment, and technology has changed much of the 
conceptualization and operationalization of war and armed conflict. Despite 
the rise in irregular and hybrid threats throughout the world, war looks to 
become shorter, sharper, and more multidimensional, in the sense that 
weapons and systems will lean towards speed, stealth, and precision, and 
the battlespace will broaden towards other dimensions of warfare previously 
unfathomable to many.

For the Philippines, a nation faced with different security threats – both 
external and internal, traditional and non-traditional – it is only apt for the 
country’s defense establishment to define and contextualize the future of 
warfare according to the peculiarities of the Philippine strategic environment, 
operational space, and battle experience. There is a need to ‘reconceptualize 
warfare and reimagine conflict’188 to ‘rehearse’ the future, to enable us to explore 
the possibilities and trajectories in defense posturing, doctrine development, 
and force modernization vis-à-vis our country’s national interests.

In light of this, striking a delicate balance between maintaining internal 
security while beefing up external defense capability is more crucial than ever 
in the next 10-20 years. 2030-2040 will also mark some important milestones 
for the Philippines, namely:  

•	 By 2030, the Armed Forces of the Philippines will have been 
2 years past its AFP2028 vision for a “World-Class Armed Forces, that 
is a Source of National Pride”; and 

188  Brad Roberts, “On the Need for a Blue Theory of Victory,” War on the Rocks, September 17, 2020, https://
warontherocks.com/2020/09/on-the-need-for-a-blue-theory-of-victory/.

•	 By 2040, the Philippines will have reached the deadline of its 
Ambisyon 2040.

Therefore, this paper argues that concept of warfare in the Philippine 
context has been largely shaped, and will continue to be shaped, by changes 
in the strategic and operational environment. The major implications of these 
macro- and micro-changes within the next 10-20 years will directly impact 
the development, planning, operations, and structure of AFP. 

II. What kinds of wars are coming?

From the insurgency-focused nature of the War on Terror and military 
operations in Iraq and Afghanistan, to the development of hybrid warfare and 
gray-zone tactics in places like Crimea and the South China Sea, the past years 
have seen significant changes in military operations and the conduct of war. 
Given the resumption of Great-Power competition between the United States 
of America and the People’s Republic of China, as well as the accelerated pace 
of developments in technology and geopolitics, a lot more attention is being 
paid to the probable future of warfare within the coming decade.

Warfare in the first two decades of the 21st Century can be best seen as 
exemplifying BH Liddell-Hart’s “indirect approach”,189 especially with the 
evolution of hybrid warfare and gray zone tactics. Popularized by Russia’s 
unorthodox seizure of Crimea and the triad of fishing militia-coast-guard-
navy that characterizes PRC maritime operations in the last decade, such 
approaches aim not to meet the strength of their enemies directly, but to 
conduct coercive actions without providing clear casus bellis that would 
trigger more forceful responses from the international community, and 
especially the United States of America.190 It should be remembered that the 
drive for hybrid and gray zone approaches was due to the fact that since the 
end of the Cold War in 1991 up to the first half of the 2010s, the US and its 
allies enjoyed quantitative and qualitative superiority over hybrid and gray 
zone practitioners such as Russia and the PRC in conventional and nuclear 
capabilities, as well as strong alliances and supporting elements. Hybrid 
warfare and gray-zone operations thus make sense to circumvent the West 
and its strength, as well as confound the democracies and make mobilizing a 
response difficult by dividing and discrediting the alliances.191

However, it can be argued that even in the early 2010s, there were already 
189  Basil Henry Liddell-Hart. Strategy. 2nd Edition 1991. p.3-6. Penguin Group. 
190  Office of the Secretary of Defense, Annual Report to Congress: Military and Security Developments Involving the 
People’s Republic of China 2018. Arlington, Virginia: Department of, Defense, 2018. Accessed at https://media.defense.
gov/2018/Aug/16/2001955282/-1/-1/1/2018-CHINA-MILITARY-POWER-REPORT.PDF.

191  Frank G. Hoffman. Conflict in the 21st Century: The Rise of Hybrid Wars. Arlington, VA: Potomac Institute for Policy 
Studies, 2007. 
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signs that the US and its allies’ strengths have begun to erode. In particular, the 
growing might of the PRC is evident on multiple fronts, despite the gradual 
slowdown of economic growth which threatens to derail efforts to meet the 
milestones of the Chinese Dream (Zhōngguó Mèng), and the damage caused 
by the spread of the Coronavirus Disease-19 (COVID-19).192 Given current 
trends, it is possible that by 2030, even if the US still had a clear technological 
edge and maintained its ability to inflict overwhelming retaliation to attacks 
against itself, the PRC would have enough local preponderance of force to 
no longer require gray zone tactics, especially if it is confident or reasonably 
certain that it can execute a lightning conventional campaign against 
sufficiently weak neighbors such as the Philippines.  

2030 as the tipping point of great power confrontation

2030 is expected to see the maturation and induction of new capabilities to 
the arsenals of great powers, including large numbers of hypersonic missiles 
with dual capability to carry both conventional and nuclear warheads,193 and 
the proliferation of increasingly sophisticated cyber and electronic warfare 
systems (which may or may not be enhanced via artificial intelligence), 
sophisticated autonomous vehicles and drone swarms. It is expected that 
revisionist states such as China or Russia will leverage these capabilities in 
concert with their conventional forces to force rapid fait accompli on their 
regional neighbors, long before the United States or a coalition of allies can 
respond.194 Warfare at the strategic level by 2030 is therefore expected to unfold 
faster than ever, at least initially. Whereas campaigns like Operation Desert 
Storm, Operation Allied Force and Operation Iraqi freedom were decided in 
months to weeks; scenarios like a hypothetical invasion of the Baltic States195 
or a campaign of eviction of the Philippines from the Kalayaan Island Group/
Spratly Islands may well be decided in hours to minutes.196

These developments pose several major questions for both the United States 
and its allies. The value of the United States’ alliances has long been hinged on 
the Americans’ ability to credibly deter aggression and willingness to fight to 
protect allies if war comes. But if in the future, revisionist powers can achieve 
their goals so rapidly and quickly, the United States may be forced to accept 
the new status quo so as “not to escalate tensions further” at the cost of the 

192  Office of the Secretary of Defense, Annual Report to Congress: Military and Security Developments Involving 
the People’s Republic of China 2020. Arlington, Virginia: Department of, Defense, 2020. Accessed at https://media.
defense.gov/2020/Sep/01/2002488689/-1/-1/1/2020-DOD-CHINA-MILITARY-POWER-REPORT-FINAL.PDF
193  Center for Global Security Research. The Next US Strategic Posture - And the Posture After Next. 08-10 July 2020.   
194  Dan Altman. “What the History of Modern Conquest tells us about China and India’s Border Crisis.” War on the Rocks. 
09 July 2020. Accessed at https://warontherocks.com/2020/07/what-the-history-of-modern-conquest-tells-us-about-
china-and-indias-border-crisis/?fbclid=IwAR1bx0IjTPf8aJqGQPEimrowZCMfyBwwMh_I50UIlKOAv0zyOgqV5mCr508 
195  Todd South. “If Russia Started World War III, this is how it would go down.” Military Times. 13 September 2017. 
Accessed at https://www.militarytimes.com/flashpoints/2017/09/13/if-russia-started-world-war-iii-heres-how-it-
would-go-down/?fbclid=IwAR0yJlkFSjVbCL9HAPn85cRB_kvLNrX91TVUGk1-FpVpx7x6Apag0WMVKOs 

196  Cohen, Raphael S., Nathan Chandler, Shira Efron, Bryan Frederick, Eugeniu Han, Kurt Klein, Forrest E. Morgan, 
Ashley L. Rhoades, Howard J. Shatz, and Yuliya Shokh. The Future of Warfare in 2030: Project Overview and Conclusions. 
Santa Monica, CA: RAND Corporation, 2020. Accessed at https://www.rand.org/pubs/research_reports/RR2849z1

credibility of American security guarantees. Alternatively, if the US commits 
to rolling back the aggression in the name of fulfilling its treaty obligations 
or for ideological reasons such as “preserving freedom”, it may start costly 
escalation chains with unintended consequences, especially once nuclear and 
other high-end capabilities are brought into play.

These possibilities pose demands not only on the United States as the self-
professed leader of the Free World, but on its allies and partners that are in 
the front lines and will be most impacted by the aggression of revisionist 
powers. Far from ensuring peace, accommodation or insufficiently assertive 
policies may only embolden revisionist aggression, as it signals even faster 
probabilities of capitulation and or broader scope to apply coercive pressures 
without much risk to the revisionist power.197 

If there is reason to suspect that the United States can no longer guarantee 
deterrence or is unwilling to commit to rolling back aggression done against 
its allies, then said allies will have to make their own stark choices. If they will 
commit to resisting and defying their revisionist neighbors, they must make 
themselves more resilient to attacks and aggression. They must establish their 
own deterrence capabilities, independent or complementary with those of the 
United States, to further complicate the threat picture that China and other 
revisionist aggressors face. This will be true whether the situation is Taiwan, 
East China Sea, West Philippine Sea or in Europe. Giving allies and partners 
their own second-strike capabilities is not a straightforward solution; apart 
from proliferation concerns, there will always be the risks of those assets 
falling into the wrong hands via diversion, or being used for purposes other 
than deterring China (e.g., pursuing other territorial claims or embarking on 
their own revisionism). In previous times, the United States could forestall 
such concerns by offering alliances as an alternative to increasing one’s arms 
capabilities.198 The call of the Trump and even the Obama administrations 
for allies to do more for their defense, as well as the growing preference for 
building flexible security partnerships as opposed to formal, legal alliances, 
may mean that using alliances as alternatives to increasing self-armament is 
unlikely to be viable in the long-term.

Amplified threats posed by non-state actors

Lest people believe that the impact of technology will be limited to hyper 
nation-state aggression, new technologies will also amplify threats from 

197  Jacob Stokes and Zack Cooper. “Thinking Strategically about Sino-American Crisis Management 
Systems.” War on the Rocks. 30 September 2020. Accessed at https://warontherocks.com/2020/09/
thinking-strategically-about-sino-american-crisis-management-mechanisms/?fbclid=IwAR2z0UQOR_
jv0j9EoNCWVancstzX1Jt0qKluV5pibo2cfnqo7kXYcvYSoec 
198  Keren Yarhi-Milo, Alexander Lanoszka, and Zack Cooper. “To Arm or To Ally: The Patron’s Dilemma and the 
Strategic Logic of Arms Transfers and Alliances.” International Security. Vol.41, No.2 Fall 2016. Massachusetts Institute 
of Technology

https://warontherocks.com/2020/07/what-the-history-of-modern-conquest-tells-us-about-china-and-indias-border-crisis/?fbclid=IwAR1bx0IjTPf8aJqGQPEimrowZCMfyBwwMh_I50UIlKOAv0zyOgqV5mCr508
https://warontherocks.com/2020/07/what-the-history-of-modern-conquest-tells-us-about-china-and-indias-border-crisis/?fbclid=IwAR1bx0IjTPf8aJqGQPEimrowZCMfyBwwMh_I50UIlKOAv0zyOgqV5mCr508
https://www.militarytimes.com/flashpoints/2017/09/13/if-russia-started-world-war-iii-heres-how-it-would-go-down/?fbclid=IwAR0yJlkFSjVbCL9HAPn85cRB_kvLNrX91TVUGk1-FpVpx7x6Apag0WMVKOs
https://www.militarytimes.com/flashpoints/2017/09/13/if-russia-started-world-war-iii-heres-how-it-would-go-down/?fbclid=IwAR0yJlkFSjVbCL9HAPn85cRB_kvLNrX91TVUGk1-FpVpx7x6Apag0WMVKOs
https://www.rand.org/pubs/research_reports/RR2849z1
https://warontherocks.com/2020/09/thinking-strategically-about-sino-american-crisis-management-mechanisms/?fbclid=IwAR2z0UQOR_jv0j9EoNCWVancstzX1Jt0qKluV5pibo2cfnqo7kXYcvYSoec
https://warontherocks.com/2020/09/thinking-strategically-about-sino-american-crisis-management-mechanisms/?fbclid=IwAR2z0UQOR_jv0j9EoNCWVancstzX1Jt0qKluV5pibo2cfnqo7kXYcvYSoec
https://warontherocks.com/2020/09/thinking-strategically-about-sino-american-crisis-management-mechanisms/?fbclid=IwAR2z0UQOR_jv0j9EoNCWVancstzX1Jt0qKluV5pibo2cfnqo7kXYcvYSoec
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non-state actors. Non-state cyberattacks are a familiar yet nevertheless 
evolving threat, being done by an increasing number of actors, and using 
ever-sophisticated tools such as new malware, viruses, and hardware 
vulnerabilities.199 As the world continues to move into the Fourth Industrial 
Revolution (4IR), more and more systems and businesses will come to depend 
on the internet to enhance efficiency and capability, and at the same time 
expose them to attacks. 

The diffusion and spread of e-commerce technologies, particularly bitcoins 
and mobile payments, will also enhance the operations of terrorists, allowing 
dispersed accumulation of resources with less risk of detection.200  This 
will enable discrete gathering of resources which would contribute to more 
successful terrorist operations.

The impact of new technology for terrorist activities is most evident in the 
proliferation of drones. Specifically, converted commercial-spec quadcopter 
unmanned aerial vehicles (UAVs) have been used as reconnaissance and 
in some cases even combat assets en masse by non-state groups like Daesh 
in Iraq and Syria, the Houthi rebels in Yemen,201 and the Maute Group in 
Mindanao.202 These kinds of conversions have given terrorists cheap and 
effective air attack capabilities that previously belonged only to states. Further, 
more sophisticated drones  are expected to proliferate despite increasing 
international regulation efforts, in part because of the eager export of such 
systems by states like China to other states like Saudi Arabia203 regardless 
of whether these states can reliably prevent diversion to non-state terrorist 
groups. 

Gearing up for these kinds of envisioned hypersonic/cyber/space-enabled 
“hyperwar” is expected to be an expensive undertaking which must be weighed 
against other spending priorities, even before the onslaught of the COVID-19 
pandemic. In the Philippine situation, the vision of “hyperwar” will have to 
coexist with now-familiar threats and concerns, such as communist insurgency, 
transnational crime, separatism, climate change, and other threats. Before the 
Philippines can even contemplate, let alone prepare, for this kind of future, we 
must first examine how the Philippines has been thinking about its defense 
for the past few years.

199  Joseph Pacamarra. “Emerging Threats: Philippines/Asia.” Presented during the Think-Tank Engagement 
Roundtable Discussion on The Role of the Philippines in Regional Cybersecurity Cooperation on 24 April 2018.
200  Amparo Pamela H Fabe. “Terror Financing: Perspective From the Ground.” Presented during the 11th Heneral Luna 
Colloquium on Combatting Terrorism: Impeding the Power of the Coin on 25 June 2019
201  “Major Saudi Arabia Oil Facilities Hit by Houthi Drone Strikes.” The Guardian (London, UK), 14 September 2019.
202  Don Rassler. The Islamic State and Drones: Supply, Scale and Future Threats. Combating Terrorism Center. West 
Point. July 2018.
203  Adriana Gibson, Andrew J. Merchant, and Brandon D. Vigneron. “Autonomous Systems in the Combat 
Environment: The Key or the Curse to the US.” The Strategy Bridge. 08 October 2020. 

III.   Rethinking Assumptions of Philippine Defense

The Philippines’ strategic culture was shaped by various factors including 
centuries of Spanish and American colonialism, years of local conflict, the 
Philippines’ archipelagic topography, lack of agricultural resources and the 
experiences during the Philippine revolution and World War II204. In the same 
way, the government’s propensity to employ low-intensity or asymmetric 
warfare techniques to contain domestic decades-long insurgency threats; 
and the over-reliance on the Philippines – US alliance for external deterrence 
and in order “to fill the gaps in the country’s strategic requirements”205 
largely stemmed from the country’s politico-strategic elite’s influence as 
“keepers of Philippine strategic culture” over various government policies and 
consequently, the priorities in the approaches to secure national interests. The 
elite’s control of the Congress which affected and subsequently delayed the 
Armed Forces of the Philippines’ (AFP) modernization program contributed 
to the gaps in the mechanisms in addressing the defense sector’s efficiency 
and its major reforms.206 National security policy-making process in the 
country not only tends to secure political regimes, it is also characterized by 
the “indeterminacy” of the concept of “security” in the Philippines, which has 
a general tendency to be unfocused and inconclusive.207 

The persistence of the view that the Philippines’ security environment can be 
fragmented into neat dichotomies (i.e. core versus peripheral, internal versus 
external, conventional or unconventional/ hybrid, and traditional or non-
traditional) as indicated in various strategic documents such as the National 
Military Strategy (NMS), National Defense Strategy (NDS), National Security 
Policy (NSP), National Security Strategy, contributes to the habit of defining 
the nature of security threats in the Philippines by molding them according to 
certain templates or patterns that do not necessarily reflect a comprehensive 
definition of ‘security’. This general practice also sidelines the “well-being of 
the politically, economically and socially marginalized”208 sector of Philippine 
society which the government must also protect. While some of the latest 
versions of these documents, such as the AFP NMS 2019, have recognized 
the growing hybrid nature of threats,209 there is yet a sufficient understanding 
of the growing reality that the Philippines can no longer adopt single-minded 
focuses when it comes to addressing such threats. The current focus on 
the COVID-19 pandemic and the prosecution of the communist terrorist, 
despite the ongoing Chinese aggressive activities in the West Philippine Sea, 
demonstrate the need for more flexible thinking and policy implementation.

204  Rene De Castro. “Philippine Strategic Culture: Continuity in the Face of Changing Regional Dynamics”, 
Contemporary Security Policy (2014): 3, accessed October 1, 2020, http://dx.doi.org/10.1080/13523260.2014.927673. 
205  Ibid, 4. 
206  Ibid. 7-14.
207  Amador Peleo. “Secure in insecurity: The case of threat perception/acceptance in the Philippines”, Cogent Social 
Sciences (2015), 1:1-17, accessed September 24, 2020, http://doi.org/10.1080/23311886.2015.1060687. 
208  Ibid. 11.
209  Armed Forces of the Philippines. National Military Strategy 2019. p.14-18. 
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The growing trend of focusing on non-traditional security threats (NTS) 
as a priority concern for governments, is another manifestation of what De 
Castro labeled as a “negotiated reality”.210 The elite’s influence and control over 
some of the country’s legislative institutions and defense affairs have resulted 
in the reshaping, ignoring or even circumvention of some of the country’s 
strategic interests.211 This can be seen in the interest of Philippine politicians 
to fritter away the country’s already limited resources by creating even more 
departments such as the proposed Department of Disaster Resilience212, as 
opposed to consolidating resources for greater efficiency. This can also be 
seen in the outsize influence of politics in defense modernization, as projects 
get cancelled or approved less due to systematic review but due to political 
disputes or political symbolism.213

Meanwhile, the notion that the Philippines should not concern itself with 
new domains of warfare is both a dangerous assumption and dismissive of the 
growing possibility of multi-domain conflict in the short to medium terms. 
This nonchalant attitude is suggestive of the government’s refusal to adapt and 
be flexible in its approaches in addressing security threats. Likewise, it makes 
the Philippines a reactive regional actor rather than a strategic one.

As the future of warfare in the Philippines will be shaped by various factors 
– political, economic, socio-cultural, technological, environmental, military – 
it is also crucial to examine how these factors are shaped by several embedded 
notions, perceptions, and priorities with which the defense sector has been 
limited with for the longest time. Even as the Philippines is a developing 
country, its perception of warfare must also evolve in step with the security 
environment, and ideally it must be several steps ahead of its adversaries, both 
state and non-state.  

IV.  Thinking creatively for future Philippine defense

How then must the Philippines prepare for this envisioned hostile world 
of 2030 and beyond? Such an undertaking must take into account doctrine, 
organization, training, materiel, leadership and education, personnel, 
facilities, and policy (DOTMLPF-P). This paper does not claim to prescribe 
comprehensive recommendations for all these aspects; but it is necessary to 
start the discussion now, while there is yet time.

210  De Castro, “Philippine Strategic Culture: Continuity in the Face of Changing Regional Dynamics”,  Contemporary 
Security Policy (2014): 5.
211  Ibid.6.
212  Filane Mikee Cervantes. “Disaster resilience department bill gets final House nod.” Philippine News Agency. 22 
September 2020. Accessed at https://www.pna.gov.ph/articles/1116255
213  Chandler Sachs and John V Parachini. “Are Military Purchases in SE Asia for Political Balancing a Good Use of 
National Defense Resources.” Asian Military Review. 07 May 2020.

Strategy: Articulate desired end-state

Arguably, the most important task is to properly articulate what the defense 
sector sees is the “end-state” desired by the Philippines as a country, considering 
the country’s socio-economic-political ecosystem and the interests therein. 
Or, put another way, what is the Philippines’ “theory of victory”? We must 
be prepared to establish multiple theories of victory, whether against current 
enemies like the old communist insurgency, separatists, or China, or possible 
new enemies in the future. Such theories of victory should also account 
for whether the US or other allies are available or not.  On the flipside, the 
Philippine defense sector should also be able to articulate a clear and concise 
definition of defeat,214 both for its enemies, and for the Philippines should 
the AFP fail. While notions of “victory” and “defeat” are ultimately political 
decisions from the Commander-in-Chief, as key inputs to any decision by 
the government in crisis or wartime, the AFP is obligated to give the best, 
doctrinally sound, fact-based military advice possible215. This will not only 
make communication between the military and policymakers clearer, but it 
may also help with strategic communications meant to assure the people and 
to signal to allies and adversaries alike.

Doctrine: Refine and reevaluate how the AFP intends to fight war

Doctrinally, the AFP will need to refine and possibly reevaluate the very 
way it intends to fight war, particularly in response to aggression against the 
Philippines’ outposts, holdings, and interests in critical areas such as the West 
Philippine Sea. The 1987 Philippine Constitution’s renouncement of war,216 
effectively constrains defense thinking to a reactive posture that concedes 
initiative to the adversary217 and limits the deterrence value of the AFP; as 
it legally and constitutionally cannot pose a threat to adversary command 
and control, logistics or rear areas outside of Philippine territory, giving the 
enemy more room to apply pressure without risk to themselves.  Such scope 
for coercive pressure is only expected to increase, especially if an enemy were 
to use hypersonic weapons, cyber and space capabilities, and expendable 
drone forces among other tools. Given the possibility of unreliable American 
extended deterrence assurances for the Philippines, even before 2030 and 
beyond, the AFP should begin to consider adopting a second-strike capability 
of its own to ensure it can punish prospective aggressors, even if only as a 
demonstration of political resolve and defiance, to complicate the aggressor’s 

214  The AFP does have a basic definition of defeat in its AFP Glossary of Terms; however, in policy documents such as 
the NMS, a doctrinal definition of “defeat” has yet to be articulated.
215  Kevin Benson. “Defining Defeat.” The Strategy Bridge. 13 April 2020. 
216  Republic of the Philippines. 1987 Philippine Constitution. Article II Declaration of Principles and State Policies, 
Section 2.

217  From what is publicly available, AFP doctrine such as the Integrated Air Defense Strategy, the Active Archipelagic 
Defense Strategy, and the mother document NMS 2014 and 2019, are dependent on the enemy making an advance on 
Philippine territory first. There are no publicly available references that support even a consideration of an attempt at a 
second-strike against notional adversary command and control or rear areas.
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calculations.  While a creative interpretation of the Constitution, similar to 
what Japan does with its own pacifist Constitution’s Article 9 could be used 
to enable the deployment of second-strike weapons like air-launched cruise 
missiles218 by the Philippines, current academic, leadership and political 
communities do not seem to even contemplate, let alone support such a move. 
Non-kinetic second-strike such as cyberweapons is another option, although 
that too is currently constrained by domestic laws such as RA10173 and 
international norms that discourage offensive cyber-attack by nation-states.219

Doctrine for “internal” security is better off, due to the AFP’s extensive 
experience on that front, but it too needs to become more adaptive to 
changing circumstances. The Marawi Crisis of 2017 has shown the dangers 
of technologically-enabled and ideologically motivated terrorist groups 
establishing themselves in dense urban areas, requiring costly investments to 
dismantle and root out. 

Apart from preparing for such eventualities, AFP intelligence and analysis 
needs to improve intelligence operations, to be better able to intercept plots 
before it happens, as well as understand the evolving environment better. 
Improving intelligence via more rigorous open-source and social-media 
intelligence, as well as enhanced signals and cyber-intelligence capabilities 
can complement traditionally robust AFP human intelligence operations. 

Organization: Review of total force structure

Organizationally, and with regard to training, there needs to be further 
discussion and discourse on the roles of the Major Services and encouragement 
for them to get out of the reactionary mindset that currently underpins 
Philippine defensive thinking. This will not just include creation of new 
organizations, such as land-based missile batteries and army aviation in the 
Philippine Army’s case, but a thorough review of the total force structure. The 
last Future Force Structure document of the AFP was crafted in 2016 and 
clearly needs to be updated; as of this writing, the Armed Forces is currently in 
the process of revising it. Also impacting on organization as well as leadership 
and personnel is the need for organizational reform. The current initiative in 
this regard, the AFP Transformation Roadmap (AFPTR) aims to make the 
AFP a “world class armed forces” by 2028; with less than eight years to go 
from the current date, its reforms need to not only be deepened and further 
substantiated, but it must be able to be sustained beyond 2028 and must be 
ready to adapt to changing organizational needs in a consistent manner.

218  David Santoro and Brad Glosserman. “Offensive Strike in Asia: A New Era?” War on the Rocks. Texas National 
Security Review. 18 September 2020.

219  Allan S. Cabanlong. Legal and Policy Dimensions of Cyber Operations. Presented during the Policy Discussion 
Forum Series No.2 on May 16, 2018.

Materiel: Upgrade kinetic and non-kinetic capabilities

Materiel and facilities will need proper upgrading as well, both to 
successfully execute whatever the AFP’s chosen warfighting doctrine will 
be (either the existing reactive defense posture, or a more forward-looking 
second-strike one), and to ensure the AFP can survive and deny prospective 
opponents such as China the ability to swiftly remove the AFP within a 
minutes-to-hours timeframe. This applies not just in a kinetic sense but even 
in non-kinetic measures such as cyber-resiliency. 

Policy: Update key defense documents

Policy-wise, with the evolving character of warfare, it is becoming 
increasingly clear that periodic revision of key defense documents is necessary, 
and needs to be expedited. Just as an example, there was a time gap of almost 
six years between the publication of the Philippines’ 2014 NMS and the 2019 
NMS. This is unacceptable due to the rapid changes in the security situation 
that have happened, even within that short span of time. There is a need to 
revise and improve the Defense System of Management (DSOM) and Defense 
Strategic Planning System (DSPS) to make the overall bureaucracy more 
responsive to changing threats and realities, to expedite the timely production 
and updating of AFP and DND documents such as the NDS and NMS. 

V.     Conclusion

Ultimately, whether any improvements in the Armed Forces of the 
Philippines is implemented, will depend largely on the political will of the 
government of the day, the ability of the institution to absorb and adapt, and 
the support of the Filipino people and its politicians. But to make the best 
possible case for itself, the Armed Forces of the Philippines must be able 
to articulate and defend its mandate and objectives, whether in the halls of 
Congress or in the court of public opinion. This task requires that the AFP 
and the defense sector be cognizant and well-versed not only with the current 
security environment but with its possible future trajectories.

Given historical trends, it is highly unlikely that the Philippines will ever 
increase its defense spending beyond 1% of GDP, despite many efforts on 
the part of current Secretary of National Defense Delfin Lorenzana to call 
for spending equivalent to 2% of GDP in order to more rapidly accomplish 
AFP Modernization.  In fact, current spending trends disproportionately 
go to personnel expenses and pensions, rather than materiel upgrades.220 If 

220  Rene Acosta. “Personnel, veterans to a receive chunk of DND’s P258-B budget”. Business Mirror. 02 September 
2019. Accessed at https://businessmirror.com.ph/2019/09/02/personnel-veterans-to-receive-chunk-of-dnds-p258-b-
budget/
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funding levels cannot be increased, then the AFP must reconsider its current 
purchasing priorities. It will take time for sufficient funds to be amassed and 
programs to be completed; the AFP must think several steps ahead if it is to 
be able to continue to fulfill its mandate of protecting the people, securing the 
state and defending the integrity of the national territory, whether today or in 
the uncertain and grim future of 2030 and beyond.
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